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Briefing Note Prepared by Ambassador K. G. Anthony Hill for Developing Countries

22 November 2004

This Brief is presented as a contribution to the first meeting (FIRST MEETING OF THE WORKING GROUP ON INTERNET GOVERNANCE, GENEVA, 23-25 NOVEMBER 2004, PALAIS DES NATIONS, ROOM XVIII) of WGIG to assist developing country delegations in the deliberations over the next several months. It focuses on both issues and process related to policy and technical aspects of the Internet and its governance. 
Developing countries as a group are the least well organised as a constituency in the operation/functioning of the Internet and Internet Governance. If this serious deficit is not overcome speedily, neither the promise of WSIS nor the purpose of WGIG will be met.

The minimum necessary resources to assist their participation as informed and effective stakeholders are not yet mobilized. Moreover, as a group they have not yet found a common organising framework where they can meet and exchange experiences on a continuing basis.

The WGIG process could assist in this regard. It could heighten awareness and provide that framework to identify national capabilities and bring them together, not only in individual countries but among developing countries and their several stakeholders. 

The first meeting of WGIG should agree therefore on a process that is open and inclusive for all developing countries and their national stakeholders to participate effectively. The first step must be agreement on the working methods to achieve this end. The Discussion Note No.1 circulated by the South Centre in May 2004 suggested some key approaches, including an open-ended Group and the use of the single document Request for Comments (RFC) as a model. 

The RFC offers a well coordinated and systematically organised single document. This RFC will consolidate all essential issues in one source allowing for ease of reference, updated and refined to achieve the highest degree of consensus. This should be discussed so as to tailor the RFC approach to meet the specific needs and timetable of the Working Group and its membership. Both the ITU and WIPO Intergovernmental experiences should offer useful guidance, in particular what issues are included, how and the nature of the outcome document. 

The WGIG Secretariat has circulated a Provisional Agenda (Attached). This Brief is organised as follows using the provisional agenda as a guide: 

1. Proposals on the working methods and outcomes/deliverables, including Recommendations.
2. Suggestions on some of the key priority issues of particular interest to developing countries.

Section 1: Working Methods and Outcomes

· The operation and functioning of the public (commercial) internet is not limited to ICANN and the several bodies responsible for developing its standards, protocols, and policies, and involved in the coordination activities.
· Other organisations, part of the so-called Internet community though not strictly involved in the ICANN management processes, nevertheless should be recognised and consulted, based on their contributions. Both ITU and WIPO as intergovernmental organisations will be key actors in the process. The status of their stakeholders is less clear.
· This may include Regulators among others, involved in the building of new or next generation telecommunications infrastructure that will have significant impacts on the Internet as it is now understood and functions. 
· There should be an agreed programme of activities for developing countries to enable them to be full participants from the very outset. One of these should be the establishment of an Internet Observatory to keep them informed on an ongoing basis of key developments of the Internet. As part of this a Glossary of terms should be agreed for common usage. Diplo has done some work on this and it should be explored.

· An inventory should be made of the existing functional and expert bodies of the ICANN constituencies plus others engaged in internet policy matters, especially regulatory and international standard-setting bodies. This should facilitate work on the roles and responsibilities of the relevant actors and avoid unnecessary redundancy.

· Additional groups, such as ad hoc Advisory or Expert bodies should be avoided. These add other layers to an already large number of groups and bodies engaged in the process. They will be an additional burden on developing countries attempting to coordinate the various inputs. Instead Panels drawn from the relevant responsible bodies should be called on to give their views, which with their imprimatur should be considered as authentic.

· The WGIG should Recommend to ICANN and related constituencies, that in taking decisions on issues before them, they should postpone any that inter alia, might prejudice national sovereignty (as in the case of country code domain names, ccTLDs, presently being discussed in ICANN and on the Agenda for its Meetings in Cape Town, December 2004); - human rights (as in the case of privacy, Spam, among others); measures that are considered  - anti-competitive (as in the case of  Generic top level domain names, gTLDs) or  - intellectual property issues addressed to ICANN (and its Governmental Advisory Committee (GAC), the GNSO Council and Commercial users constituencies) by WIPO on ‘names and acronyms of international intergovernmental organisations’ and ‘names of countries’ and implications for the ‘universal dispute resolution process’. These should be clarified at the very outset as to the real implications for developing countries that may not have been actively engaged. 

· It may be that the WIPO Internet Treaties deserve special attention in the debate about open standards, open source and the use of global public commons.

· The issue of Internationalized Domain Names (IDNs) is of particular importance to those developing countries not using the ASCII character set. Technical bodies within and outside of the ICANN community are important in this work to preserve the ‘end-to-end model and globally unique public name space’ and close cooperation is recognised. This is a key issue and should be given due prominence.

· In each of these activities, the full involvement of developing country governments and their business, professional and non-governmental organisations must be ensured. All findings and conclusions should emerge from the open and inclusive approaches, reaching into each developing country. This can not be done by the Working Group. It is therefore a prime responsibility of each developing country government to organise. Templates providing information of stakeholder internet expertise and usage, such as the one envisioned by some private sector associations, should be developed at the national and regional levels.

· As ICANN continues what it describes as its ‘due diligence’ process under its MOU with the US Department of Commerce, the WGIG should be kept informed and developing countries should be associated with the transition to the ‘international, multi-stakeholder’ body that will replace the existing ICANN structure. This is vital as the new stakeholders in the ICANN+ mechanism will be responsible for any ‘business failure’ and certainly for ‘contingent measures’.

· The interface between ICANN and the US Department of Commerce in the transitional ‘due diligence’ process should be followed closely as the successor body is intended to be global and multistakeholder. As indicated earlier, most governments, especially developing countries’ are not well informed and sufficiently involved on a range of issues that fall exclusively within the domain of rule-making by ‘sovereigns’. The approach taken by the European Union may serve as a guide.

· The Report to the Summit will be considered at each stage of its evolution in the WSIS Preparatory Committees (PrepComs). The periodic reporting should be substantive and action oriented on both technical and policy issues. 

The full and effective participation of developing countries will be made easier with the adoption of these proposals. The provision of technical assistance for ‘capacity building’ will need to go beyond the usual travel awards and expert papers, to the active involvement of all actors and stakeholders. In this, the primary responsibility falls on the developing countries themselves.    

Section 2: Key priority Technical and Policy Issues

1. Review of the Mandate (WSIS Declaration and Plan of Action) (item 3)
· This should not be limited only to the WSIS mandate. It should examine, without assuming competence or responsibility for the operation/functioning of the Internet and Internet Governance, the key technical and policy issues on the front-burners of Intergovernmental Organisations (UNICTF, ITU, WIPO and its Internet Treaties, etc), international non-governmental organisations (ISOC, ISO, W3C, etc), Governments (US on Internet2, EU, G7, on Internet for Military use via Space), professional bodies and business.

· WGIG should come to a view as to what is relevant and what is not, concentrating on those issues that will bring developing countries into the Internet processes. These will relate to both the basic as to the value-added services, recognising that for many developing countries the basic telecommunications infrastructures are not yet completed for telephone and universal access is still some way off.

2. ‘Working Definitions’ of Internet and Internet Governance (item 5) –  The approach should be to avoid any purely semantic definitions, but develop  a very limited set of  working hypotheses to guide the discussions, fitting in the essential technical elements and policy objectives as an iterative process unfolds. By way of example:

· Technical – the key technologies or technical layers (hardware and software) which define the unique nature of the Internet, including the two protocols TCP and IP which combined as TCP/IP provide the means for transporting packets; root servers that pass them on from point-to-point and are critical to the end-to-end model; there are first/last mile/local loop and broadband connectivity on existing telecommunications systems; internet service providers/internet exchange points; etc. All these come together in interconnected networks of computers offering services without the need for a centralised master control station. Through the addressing and domain name system involving registries, millions by the hundreds are connected via a ‘stable, global, single root, unique identifier system’.  (This is more than likely incomplete and inadequate, but in avoiding a definition that hides as much as it reveals, this allows the discussion to proceed, with corrections/adjustments that take the process forward). 

· At some point there must be some agreement on the minimum/maximum unique technical elements. The CEO of ICANN posits ‘many layers of the Internet’. These should be laid out in simple and understandable terms. 

· Policy – the focus is on public policy as mandated. However to limit the analysis only to public policy aspects would give a totally misleading representation of the Internet and its evolution. It is necessary to consider the business models and the private choices made by developers to cordon off their innovations by insisting on proprietary standards and models. In this respect the ITU policy with respect to patents and its standards are instructive, as also myriad other internet developers who have contributed by sharing their source code and developing ‘open’ and collaborative models.

· The contribution by business and their associations and the several business models are equally necessary when considering the other layers of the Internet, i.e., the social and business models and applications built on the net. These may be described as public policy issues as well, having impacts on public welfare.

· As indicated in the section on process, it is paramount that the several actors critical to the Internet functions, be identified. These fall under the heading of roles and responsibilities. As the Internet and its governance are in transition and this should be kept always in mind, the policies of the US Government and its Agencies (the FCC as a key telecommunications regulator, among others) and that of ICANN are among the most important. As integral parts of the US policy process, lobbies of private operators and business must be noted. The major Intergovernmental Organisations (ITU, WIPO, and UNESCO) play important roles.

· The policy preferences of developing countries should be articulated as precisely as possible and in a timely manner. An illustrative list of some of these include: - Discriminatory pricing models for connections by Internet Backbone Providers (IBPs) and Internet Service Providers (ISPs), and licensing where applicable; the under-allocation of domain names; the control of country top level names by for-profit entities, sometimes outside the national jurisdiction; the opaqueness of discussions and decisions within the ICANN processes, despite improvements and good intentions; intellectual property issues, including dispute resolution; the absence of ISPs and IXPs within the jurisdictions of developing countries. This is illustrative and will benefit from review by developing countries themselves.

· One of the key issues that probably rises to the level of myth is that developing countries do not play any significant role in the financing of the Internet. But given the fact that developing countries pay the full costs for internet connections (they do not receive international settlement payments for IP traffic), and the absence of readily available data on this issue, this calls for priority discussion. The adoption of ITU Recommendation D. 50 (with one reservation) on International Charging Arrangements for Internet Services between carriers (ICAIS) has not been of any help to developing countries over whose Public Switched Telephone Networks (PSTNs), telephone calls via the internet are being terminated. 

· The lowering of international settlement rates matched by increases in domestic rates (rebalancing) has put additional burden on users in developing countries. The WTO ‘standstill’ on taxing E-Commerce transactions is another channel for loss of income by developing countries. 

· This pricing model for Internet services is a priority issue for developing countries, as it is generally for all users. This has implications for the end-to-end principle, competition and the open architecture of the Internet.
· The mantra of ‘technology neutral’ must be fully discussed. It is often used as a negotiating principle by developed countries in multilateral trade negotiations, including trade in services. It is beyond dispute that policy often informs the choice of technology and the de facto standard that emerges. Some recent examples may be found in the FCC rules on the allocation of spectrum, influencing the manufacture and use of devices in networks. In this way technical and policy preferences overlap, influencing each other and the business models adopted by private operators, users.

· The working hypotheses of internet governance may then be used to identify the central discretionary measures within the framework of law and other social norms, nationally and internationally.
· Roles and Responsibilities of Actors – Based on the technical and policy review it should become clearer who, what and the way in which the governance issues of the Internet is heading. What then should be done and how. At this point several myths might be put to rest. One is the ‘death of distance’ when in fact distance still influences cost, especially at the margins of the networks. It is here that the precision of the language (analogy, semantics and metaphor) must be deployed to ensure that the same meaning, across the multilingual and multicultural communities is shared.

3. Scope of Work: Public Policy issues relevant to Internet Governance (item 6) – This is the second issue in the mandate. At this stage, while the overlap at the ‘definition/hypothesis’ stage is inevitable, this will move from the micro Internet governance to the macro Internet Governance. This distinction is important to avoid interminable and cross-purpose debate, mixing power politics with ideological disputes. In such a debate, myths will not be easily exposed and disposed of. 

· What are the key public policy principles? The summit has already set the WGIG process as open, multilateral, democratic and inclusive. These principles could well apply to Internet Governance. Public policy will require more than these. Concepts such as accountability and trust are among those that should be considered.

· Some of the policy issues have been mentioned above. At this stage, following the fact-finding and first round of discussions, the emphasis should then turn to selecting the key priority issues (Setting priorities – item 7), on a broad equitable and bottom-up approach, and that are essential to the stability and reliability of the Internet and its governance, in accordance with both principles and objectives.  These objectives are not limited only to those in the WSIS Declaration but include those in the work programmes of the relevant regional and international organisations and those set by national authorities.

· An illustrative listing of some of the public policy issues are: network security, data protection; spam; multilingualism: content; taxation; mass media regulation; trust and security, including for consumer protection; privacy; and legal and policy frameworks for criminal activity. Several other elements may be considered as appropriate, including the World Wide Web (WWW), which has become a familiar part of Internet usage.  

· The International Chamber of Commerce (ICC) has a well laid out matrix of issues of particular interest to its membership. The Internet Governance Project and Diplo’s Classification offer good bases for some further comparative work in the Working Group. An inventory of issues of interest to other groups should be developed.

· Several of these have been identified as topics for thematic meetings. How the results of such meetings will be factored into the WGIG process should be considered. The WSIS Stocktaking should be coordinated with the WGIG inventories.

· The WGIG process, important as it is, should not overshadow the other very important aspects in the WSIS Plan of Action.

· The Proposed timeline for activities (item 8) should be treated as essential and integral to the meaningful setting of priorities.

· The key policy principles and objectives at the micro level, i.e. within the Internet as system/network of networks and then at the macro level, i. e. the use and impact of the Internet on all aspects of society, development, and the building of the Information Society.

4. Roles of Governments and other Stakeholders – The myth that developing countries are seeking to control the Internet through the traditional multilateral organisations must be removed as the red herring it is. Based on the definitions/hypotheses, policy analyses and the identification of the roles and responsibilities of the key Internet-actors, the special responsibility of governments working with the stakeholders in defining a regime or regimes for the Internet that maximises the strengths of all non-State participants, should be agreed. The responsibility of the government, especially within its jurisdiction as guarantor of the State, can not be compromised by private discretionary action affecting public welfare. 

5. Other issues within the WSIS Declaration and Plan of Action as well as the work programmes of the UN ICT Task Force, ITU, UNESCO and WIPO, among other institutions have direct relevance to the WGIG process as it unfolds. This calls for the WSIS PrepCom meetings to be kept up-to-date for cross-referencing and collaboration. The WSIS Secretariat and the UN coordinating mechanism of the Chief Executives Board (CEB) should keep all parties informed. 
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FIRST MEETING OF THE WORKING GROUP ON INTERNET GOVERNANCE

GENEVA, 23-25 NOVEMBER 2004

PALAIS DES NATIONS, ROOM XVIII
PROVISIONAL AGENDA

1 Adoption of the Agenda

2 Introducing the Members of the WGIG

3 Review of the mandate (WSIS Declaration of Principles and Plan of Action)

4 Structure and outline of the report

5 Preliminary working definitions of Internet and Internet governance

6 Scope of work: public policy issues relevant to Internet governance

7 Setting priorities

8 Proposed timeline for activities and organization of work

9 Other business

(Issued by WGIG Secretariat)
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� This is a Draft in which the framing of the technical terms and policy issues will need discussion. 





