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	Australian Comments to WGIG on Draft Working Papers Identifying Issues for Internet Governance 

Point of Contact:
General Manager, International Branch




Department of Communications, Information Technology 

                                    and the Arts




CANBERRA   ACT   2603, AUSTRALIA




Ph:
    +61 2 6271 1893

                                    Mobile:    +61 417  048  259



	
	Do you have any comments on the process of determining the issues and their presentation by the WGIG? 

	
	The Australian Government has prioritised its responses the papers, commenting first on those of most pressing policy relevance, including

· The administration of internet names and IP addresses,

· The administration of the root server system, 

· Network and information security,

· Spam, 

· Cybersecurity and cybercrime;

· Consumer, user protection and privacy; and 

· VOIP.

Australia may provide addtional comments after considering these and the other papers further.




	
	For each paper you wish to comment on (Please repeat as many times as required) Name of the paper: 

Australian Comments on the Draft WGIG Issues Paper on Spam



	
	Has the issue as it applies to the question of Internet Governance been adequately identified? 

	
	Comments: 

Spam is a problem requiring a global response.  

This paper clearly identifies the problem and stakeholders and explains the challenges in developing policy solutions for the problem of spam.  National solutions are an integral part of the global solution and Australia has taken an aggressive role in minimizing the effects of spam on its infrastructure, economy and citizens.  

	
	

	
	Does the paper cover the topic with sufficient depth and accuracy? 

	
	Comments:

The paper sensibly avoids the problem of selecting a particular definition for “spam” and appropriately concentrates the focus of discussion on the characteristics of the problem and its varying effects on the broad range of governance and behavioural issues.  The threats and adverse effects, nuisance, consumer protection and criminal activity are adequately explained, as is the necessity for a coordinated range of global and national responses.  

	
	

	
	Does the paper achieve a reasonable balance in weighing relevant matters? 

	
	Comments 

The paper identifies the major issues on the topic in the context of the stakeholders and their respective individual, business and regulatory interests.  It is comprehensive in its recognition of the challenges confronting stakeholders in their quest to introduce governance mechanisms without adversely affecting the economic potential of the Internet globally, national economies and citizens.  

The paper contains welcome endorsement of multi-stakeholder and multi-lateral solutions and most importantly acknowledges the significant bodies of work already being undertaken to achieve harmonisation and governance on this issue in a wide variety of inter-governmental and business forums.  Collaboration is important and in this respect it may be beneficial to strengthen this area of the paper through an acknowledgement of the efforts of regional partnerships such as APEC in achieving these goals and the importance of this work in reducing the potential for ‘spam havens’.

The paper is well balanced and provides significant guidance on the factors affecting global, regional and national responses to the key governance issues by stakeholders at every level.  



	
	Any other comments 

	
	


	
	For each paper you wish to comment on (Please repeat as many times as required) Name of the paper: 

Australia’s Comment on Cybersecurity and Cybercrime



	
	Has the issue as it applies to the question of Internet Governance been adequately identified? 

	
	Comments: 

In identifying the issue the paper cites various references, some of which are somewhat dated.  The use of more relevant, current materials would be preferable.

We would also note that a number of online security threats are now emerging that have the potential to seriously undermine public and business trust and confidence in the online environment. This paper would benefit from an added reflection on established and emerging trends such as spam as a vehicle for viruses, worms, Trojans and phishing attacks and the rise of spyware and zombie “botnets”. Related issues include fraud, identity theft and the increasing use of cybercrime, by organised, well-funded crime syndicates.   

Australia believes it would be appropriate for a paper on cybersecurity and cybercrime to refer to recent trends in criminal activity as part of its background context.



	
	Does the paper cover the topic with sufficient depth and accuracy? 

	
	Comments: 

Depth and accuracy of the discussion in this paper is affected by the range of measures offered as potential solutions.  To this extent the paper would be improved through the acknowledgement of “free” security products. A wide range of freeware and shareware products are now available to combat spam, spyware and viruses – empowering users (consumers, business and administration) to protect themselves at little or no cost. 

We feel that the paper might be improved by a broader approach to the discussion of tools in the fight against cybercrime.   



	
	Does the paper achieve a reasonable balance in weighing relevant matters? 



	
	Comments:

We agree with the paper that education and awareness of users is a key tool in the fight against cybercrime. However, we would note (as the paper also notes) that cybercrime is a rapidly evolving issue – with education campaigns tending to lag behind these rapid developments.  In this context the paper could make a clearer statement about the need for a balanced approach to combating cybercrime – incorporating developments in technology and standards, regulation and legislation, alongside those of awareness-raising. 

We also feel that a more appropriate balance might be achieved between discussion on the relevance of multilateral compared with domestic initiatives and developments in developing countries.  Australia agrees with the paper’s recognition that the engagement of developing countries in multilateral policy development, regulatory and enforcement fora is critical in combating cybercrime. However, we feel that of equal importance to meaningful cooperation at an international level, is the need for developing countries to establish national protective measures.  This would include national policy frameworks and infrastructure as well as technical cybersecurity capabilities. 



	
	Any other comments: 

	
	Australia supports the paper’s emphasis on the wide range and variety of fora currently addressing different cybersecurity issues. However we feel that this actually represents an appropriate devolvement and distribution of responsibility, rather than a “fragmentation”. Given the rapidly evolving nature of cybercrime, a single entity responsible for technical standards, decision making, law enforcement and policy development for all aspects of the fight against cybercrime would not be able to move rapidly enough to provide meaningful protection for internet users. Australia believes that a more appropriate goal would be the encouragement of ongoing collaboration and communication between various fora.

Examples of international collaborative efforts in operational arrangements already exist. Worldwide, there are more than 250 “CERTs” – Computer Emergency Response Teams. Although based at both national and sectoral and private and public levels, these CERTs form an existing worldwide operational network of computer security experts, targeting computer incident prevention, response and mitigation strategies. In addition to informal arrangements, a Forum for Incident Response and Security Teams (FIRST) was established in 1990 – and now has over 170 members interoperating on a global scale. APEC is also undertaking work to provide training and encouragement for the establishment of CERTs in developing economies. 
Similarly, law enforcement agencies have established a number of international initiatives targeting aspects of cybercrime. An example is the Virtual Global Taskforce on Child pornography and online child abuse, established in 2003. The taskforce comprises law enforcement representatives from Australia, England and Wales, Canada, the United States and Interpol.

The paper would benefit from the inclusion of these initiatives as examples of effective collaboration and co-operation.


	
	For each paper you wish to comment on (Please repeat as many times as required) Name of the paper:

Australia’s Comments on the Network and Information Security Paper

 

	
	Has the issue as it applies to the question of Internet Governance been adequately identified? 

	
	Comments: 

Australia applauds this paper for the breadth and variety of relevant issues covered.

Under the topic of “Critical Infrastructures” we feel that the paper could draw out the key point that critical infrastructures (in particular their critical IT and engineering systems) are now much more vulnerable due to connectivity and interface with the global Internet.



	
	Does the paper cover the topic with sufficient depth and accuracy? 

	
	Comments: 

Australia finds that, in general, the range of topics is well covered in this paper.

However, we would like to see the discussion of “critical infrastructures” expanded somewhat.  Australia would propose additional wording such as the following:

The integration of critical infrastructure systems with technologies such as the Internet and wireless means that security is an important issue for these systems.  While physical security has always been a priority for such systems, the new threat is that of cyber or electronic attacks.  For example, SCADA (Supervisory Control and Data Acquisition systems) are a crucial part of a nation’s critical infrastructure.  They are also crucial to the continuity of business and government administration.  SCADA networks are widely used for monitoring and controlling processes in the provision of essential services such as gas, water, electricity, transport and broadcasting.  This makes these networks an essential part of a nation’s critical infrastructure.


	
	Does the paper achieve a reasonable balance in weighing relevant matters? 

	
	Comments: 



	
	Any other comments: 


	
	For each paper you wish to comment on (Please repeat as many times as required) Name of the paper: 

Australian Comments on the Draft WGIG Issues Paper on Consumer, User Protection and Privacy



	
	This paper is more weighted towards the views of consumer advocates than business or governments, and should be rebalanced.

Some of the actors identified in this paper are relevant to the debate about whether there is adequate IG arrangements in place for this topic. The International Consumer Protection and Enforcement Network is mentioned (though it is noted most of the 30 members are OECD members).  It would be useful for this paper to explore the role and success of ICPEN, and also to make mention of the work and actors involved in the Organisation for Economic Cooperation and Development’s Working Party on Information Security and Privacy (WPISP), and the work of the APEC E-Commerce Steering Group on developing privacy guidelines in the APEC region. 

In short, there are numerous actors who manage the issue of privacy and consumer issues across jurisdictions. 

Comments: 

The OECD Guidelines (1980) could be cited as a multilateral agreement on privacy, as could Council of Europe. We suggest deleting specific reference to the EU Directive as a “benchmark”. Similarly, a discussion of particular countries that have not, it is asserted, met this benchmark is not appropriate and should be deleted.  This reference in particular is subjective and inaccurate.

Australia agrees that developing countries could benefit from growing awareness about consumer protection and privacy issues. Some of this work has commenced in the Asia Pacific Region via the APEC E-Commerce Steering Group’s adoption of the APEC Privacy Guidelines (2004).



	
	Comments:




	For each paper you wish to comment on (Please repeat as many times as required) Name of the paper:

Australia’s Comments on the Administration of Internet Domain Names and IP Addresses 

 

	Has the issue as it applies to the question of Internet Governance been adequately identified? 

	Comments: 

This paper does not adequately describe the ICANN, ccTLD and RIR administration and policy process. It does not clearly describe the different areas of administration and the related governance arrangements.

	Does the paper cover the topic with sufficient depth and accuracy? 



	Comments: 

ICANN’s responsibilities and activities with respect to IP addresses and DNS names are distinct, and this should be clarified.

In the section of the document entitled “Actors” several organisations are described including the NTIA, ISOC and IAB.  The roles of these actors could be better described and linked to the rest of the paper.  Many aspects of this section begin to tackle some the transition issues that ICANN faces when the MOU with the US Government expires in 2006.  

This is an issue on which Australia has submitted written comments to the WGIG process.




	Australia’s Comments on the Administration of the Root Server System

	Does the paper cover the topic with sufficient depth and accuracy? 

The paper would be stronger if it considered alternative governance mechanisms for root servers. The feasibility and merits of a better structure and regional distribution of root servers is also not addressed, and would be a desirable addition to the paper.



	For each paper you wish to comment on (Please repeat as many times as required) Name of the paper:

Australia’s Comments on the WGIG VOIP paper



	Has the issue as it applies to the question of Internet Governance been adequately identified? 

	Comments: 

The list of issues is already thorough, however, the following points are also worth noting.  We consider the first point particularly important.

· The paper notes possible pressure to regulate VOIP in the same way as conventional PSTN services.  A flow-on issue arising from such regulation is the difficulty in enforcing such regulation where the VOIP service is supplied from outside the country. For example, an offshore provider may refuse to meet consumer protection measures, creating enforcement difficulties for the national regulator.  This could lead to different effective levels of regulation of VOIP services which may disadvantage national service providers vis-à-vis offshore providers.

· Concerns are sometimes expressed that VOIP services can cause difficulties for law enforcement agencies, for example, in terms of CLI veracity and interception capability.  It is sometimes argued that there may be benefit in tackling such issues on a more coordinated global basis.

· Because VOIP services inherently have nomadic capabilities, concerns are sometimes expressed about VOIP compromising the operation of location-services like emergency call services and free call and premium rate services.  There may be benefit in addressing these issues on a coordinated global basis.

· Some concerns have been expressed about the reliability of VOIP, particularly in providing a critical social and economic service into the future, and its ability to meet privacy requirements.



	Does the paper cover the topic with sufficient depth and accuracy? 



	Comments: 

Generally yes, but see other comments in this response.




	Does the paper achieve a reasonable balance in weighing relevant matters?



	We find the paper a little negative, but this could reflect a relatively short-term perspective being taken.  

If, as seems likely, VOIP services are widely taken up, without change to current arrangements they are likely to have implications for traditional PSTN revenue streams and cost recovery, both nationally and internationally.  While not simple, these issues should, however, be able to be addressed over time, for example, by the development of new charging structures.  In all instances charges, both wholesale and retail, should allow costs to be recovered.

VOIP also has a number of positives which could be noted:

· VOIP allows relatively low cost entry into the telephony market, thus facilitating competition and improving consumer choice;

· VOIP may improve the business case for new broadband networks by allowing them to support voice services; 

· VOIP can be readily integrated with other features and functionality, thus facilitating service innovation to the benefit of consumers;

· while noting upfront infrastructure issues, VOIP appears to support significantly lower calls costs, potentially helping the peoples of the world to communicate.



	Any other comments:



	Comments:

As a general observation we consider VOIP should be viewed positively rather than negatively, with emphasise being placed on its the potential benefits.  Nevertheless, VOIP does raise new policy and regulatory issues that will need to be addressed.

There may also be merit in examining more closely the implications of VOIP for the interaction between conventional Internet addressing and conventional telephone numbering.  
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