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	Do you have any comments on the process of determining the issues and their presentation by the WGIG?

	
	


	
	For each paper you wish to comment on (Please repeat as many times as required)

Name of the paper: Draft issues paper on Spam



	
	Has the issue as it applies to the question of Internet Governance been adequately identified?

Partially. 

	
	Comments:

International cooperation has been addressed, as has a toolkit approach to spam, but the question of optin legislation, and a viable definition or plan of action on spam is sadly absent.

The paper seems slightly weighted towards an optout law such as the US CAN-SPAM act or perhaps the Korean law.  I would instead recommend the Australian antispam law, or the EU law.

Another issue that has to be addressed is the establishment of an efficient channel of coordination between different bodies such as law enforcement, telecom regulators, customer privacy / data protection authorities et al, and the establishment of a shared, standard operating procedure for investigating and prosecuting spam and netowk abuse issues.

Another key issue that has not been addressed is the balancing of privacy legislation vis-a-vis the requirement for providers to log certain statistics related to email (such as which user of an ISP was logged in to a particular IP address at a particular time, during which time an incident of  spam or network abuse originated from or was relayed through that IP address).  

At least some EU based ISPs that I am aware of have begun to refuse to log or monitor their systems for network abuse, or to launch an investigation into complaints of abuse originating from their network, without a specific request from law enforcement.  As a result, complaints from general internet users to that ISP's abuse desk now have to be routed through law enforcement, a long and cumbersome process that may prove infructuous as the net abuser will have had enough time to complete his network abuse and then adequately cover his tracks, whereas it would be far easier to trace him during or just after the incident, with adequate logging systems in place at the ISP.

Another issue that has to be addressed is safe harbor for ISPs and webhosting / email providers, on spam / network abuse / illegal content hosted by their customers on their webservers.  The recent case in India where Avnish Bajaj, CEO of Baazee.com (eBay India) is a case in point.  Mr.Bajaj was arrested under the Indian IT act of 2000, as well as under obscenity laws, because  someone had set up an auction on the baazee.com website to sell copies of an obscene video.

Similarly, when a spammer abuses an ISP's services to perpetrate a fraud, or a hosts a site on the ISP's webservers, with illegal content (child pornography, pirated software, “phishing” websites that try to commit identity theft), without a well defined safe harbor provision, the ISP's staff or CEO may potentially be arrested under several different laws (fraud, vice, copyright, as the case may be).



	
	

	
	Does the paper cover the topic with sufficient depth and accuracy?

I am afraid not.



	
	Comments

Some key assumptions have not been kept in mind, such as the fact that the costs of receiving an email are largely borne by the recipient, and subsidized by several other entities in the path that an email traverses to reach the recipient.  The sender pays a trivial and negligible amount, and has all the advantages of economies of scale – a spammer pays a small fraction of what it costs an ISP to receive and store his spam, and for the ISP's users to download his spam (this doesnt even begin to take into consideration the costs of redressing mental and financial damage to persons, and data loss caused by mailservers and personal computers that are the victims of a spam attack.

APCAUCE, in association with Hong Kong based ISP Outblaze Limited, has submitted a response to the Hong Kong regulator OFTA's consultation paper on spam.  Several of the points raised in this paper are addressed, and in some cases, rebutted, in our response, which is available at http://www.outblaze.com/antispam/ofta_info.php
Key points of any viable proposal on spam should include -

• adoption of opt-in policies
• adoption of reputation and authentication email schemes
• rapid response times to spam incidents at ISPs
• prompt removal of spammers and hacked or insecure systems
• diffusion of better email marketing management techniques

• education of internet users

• unequivocal anti-spam legislation
• international cooperation

Optin is simply a question of respecting the recipient's privacy.  Compliance costs, and the right to market by email are secondary to the fact that marketers cannot expect third parties, such as the recipients of spam, and internet service providers, to subsidize the costs of their unsolicited publicity campaigns – which is inevitable given the recipient pays model that email operates on.  



	
	

	
	Does the paper achieve a reasonable balance in weighing relevant matters?



	
	Comments



	
	Any other comments
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