	
	Template for Comments to WGIG on Draft Working Papers Identifying Issues for Internet Governance

	
	Do you have any comments on the process of determining the issues and their presentation by the WGIG?

	
	The Processes adopted are an excellent demonstration of what a serious open grassroots approach (everyone equally considered) can achieve. This was a prerequisite the Internet community did not meet so far, while it is of technical essence in global networking.

However, two key elements are missing to guide the whole proposition process. One is "what is the Internet?" and the other is "what is the internet governance?".

There are three main definitions of the Internet:

· the US Communications Code: all the packet switch interoperable machines the hardware and the lines. This understanding tends to be top-down due to investments and laws (regulations). 

· The IETF: the adherence to the Internet Standards and Best Common Practices: the software. This understanding tends to be culturally bottom-up (innovation).

· The people: what they (can) do with their digital systens: the "brainware" and the procedures (motivation). This area is grassroots by essence: the Internet by the people for the people. It always makes the eventual decision as people vote with their feet and money.

This WG has to blend them, taking care of their evolutions over time. Machines are changing. Less of 15 years ago a former Member of the ICANN BoD wrote a book on the transition from IP to OSI. The proposed papers take IP, the DNS, the ISPs etc. for granted. The Web, VoIP, NATs, P2P show us that the Internet technology is a grassroots technology. 

People's expectation adapt with education, development, and experience. In a digital network, the user is the master and the machine is the slave. If others have a better telephone than I have, they will beat me, so I do not ask my telephone to be democratic, I expect if to work, and if it does not work the way I want, I change it. 

This WGIG  process should always include in its questions the question of the technology evolution as unnecessary, demanded or a source of forced change ahead.

The other question is: what is the Internet Governance? 

There is no Internet Governance as such. This is what these papers fully document. There are thousands of global, national, local, professional, cultural, lingual private, individual governances. What we want to understand is how to optimally empower each of them. We" want to know the rules of functioning of their resulting granular Internet intergovernance. May be, we want to establish an intergovernance etiquette. We want to propose ways to improve some of its parts at no disadvantage to others (in a global closed system, we are bound to a "zero conflict" attitude).

This is called subsidiarity: to respect and assist the others' duties to others. This is by essence the open secret of network interoperability.

This is a "user centric" approach, by comparison with the other two "master centric" and "network centric" possible ways of conceiving a network. This is where the "Internet of the people" tends today, what the costs of the machines and of the bandwidth and what the existing free software start permitting. This is what the NGN evolution results from. 

This is therefore the Internet the WGIG is to consider.

I believe the mission of the WGIG is to accompany this fundamental evolution, removing the unnecessary top-down and confusing bottom-up blockages (an unnecessary bottom up process maintains an unnecessary top).




	
	For each paper you wish to comment on (Please repeat as many times as required)

Name of the paper: ADMINISTRATION OF INTERNET NAMES AND ADDRESSES


	
	Has the issue as it applies to the question of Internet Governance been adequately identified?

No.

	
	Comments:

I was directly involved in the international packet switch initial deployment from 1978 to 1986. Every country started their public packet switch service using one of our Tymnet machines. We managed the international naming under FCC license and by agreement from the foreign public services. To fully support OSI we supported the X.121 numbering of 50 countries, including our US leading network, in using numeric names - in a way similar to telephone today. We interconnected the Internet once the DNS matched to our requirements, creating the ccTLDs and the multiorganization TLDs. Jon Postel documented this consensus in RFC 920. Everyone respected it for more than 20 years. This is where ICANN claims its legitimacy from (ICP-3). 

This permits me to testify how the system was set-up and that it worked well. There was no top and no bottom, just a very few persons to provide limited part time service to a grassroots granularity ranging from monopolies to single machine international owners, within an ITU compliant operational framework. I do not think the current set-up provides the same quality of services to the members of the internet intergovernance. What is needed is a "under-bottom" secretariat.
A simple international courtesy point: when we agreed to welcome the Internet in the international namespace, States (monopolies) owned the ISO 3166 alpha-3 "root names". I think it would be a normal courtesy that ICANN acknowledge this as an equivalent to the US ".gov". So, ".it" are the people from Italy and ".ita" is the Italian Government. 

This would help users who do not recall if they have to use ".gouv.fr" or ".gov.fr": ".fra" would be simpler. For ICANN it would be a way to maintain the GAC after 2006. 



	
	

	
	Does the paper cover the topic with sufficient depth and accuracy?

No.

	
	Comments

I created INTLNET in 1978 as a non profit common secretariat to the grassroots development of the international network. Its role until 1986 was similar to the IANA or to a lean ICANN. Since then it carried several applied R&D projects.

One of these projects  (2001- 2003), was to study a DNS test-bed along the ICANN ICP-3 document. This project gave valuable insights on the DNS risks and intelligence leaks containment. It shown the stability of the DNS system calls for a restoration of the ccTLD Managers sovereignty over their root elements. It permitted to better understand the problems facing the DNS system and the lack of a technical-and-commercial-and-political forum where to discuss its evolution. It identified the major issue of Private Alias Directories (PAD) - documented below.

The identified vulnerability of countries cultures, economy and sovereignty to the current "Titanic" system lead us to investigate a granular vision of the internet, based upon distributed  common reference centers. A CRC could be understood as a local "superIANA" supporting a context of parameters and files, common to its local users, coordinating and cross checking with other CRC and IANA. The users have the possibility to switch contexts at will. This seems extremely promising to securely support multilingualism, communities, SNHN (small networks home networks), user privacy. I quote this R&D (there are probably others) to show there are important changes and evolutions ahead, the WGIG should keep in mind.



	
	

	
	Does the paper achieve a reasonable balance in weighing relevant matters?

No.

	
	Comments

More than 50% of the Internet connections do not use the DNS. Handles and RFID, Instant Messagers and P2P either, etc. do not.

PAD (Private Alias Directories) are lists of "keywords/IP addresses" that can be used by everyone, for example in their Hosts.txt file. They permit access to web sites having a dedicated IPv4 address (ex. http://icann.org) or IPv6. There is no limit to their extension, and no impact on the DNS system they do not use. They do not suffer from DNS dysfunction and provide a secure back-up. They are fast. They provide easy kid and corporate protection. Their information does not leak. They are fully multilingual. They are not predictable, conflict proven and IPR proof. They may be a real governance challenge.

The ITU management of a /3 IPv6 block introduces enough possibilities to expect a major positive coopetition with the current RIR set-up. This coopetition seems to be wished by everyone. 



	
	Any other comments

	
	This document only deals with ICANN. ICANN is the proper solution to manage the Legacy. The IETF does not want to document anything else (I asked enough). This is a good system for that part of the Internet, matching the US culture. The IETF Internet was meant to be an academic, then a commercial and a global prototype system. It was not designed for more and already has difficulties to deploy IPv6. The common interest is to leave it work in peace, and probably progressively fade away into the grassroots NGN the world is to build. We know a similar process in France with Minitel: it continues to be used, may be even to grow. But when the Internet will be as convenient as the Minitel for what the Minitel is good at, the Minitel will disappear.

The ICANN process taught a very important point. A governance organisation MUST have a common "relational plug" with the communities it wants to relate with. ICANN named them "SO"s and GAC. Their management is not perfect, but without them ICANN would not exist anymore. This is why we will know the, Government and Operators related, ITU is able to provide assistance to the Internet world the day they plan an ITU-I Sector. This ITU-I will have to deal with the Internet/intelligent services related issues, the same as ICANN has known to create the GAC and "SO"s.

I wish to come back on the Sovereignty of the ccTLD Managers (I am a ccTLD Registry Manager). There must urgently be a grassroots format and procedure where by the ccTLD Manager publishes the ccTLD IANA entries (Root and Whois). For security reasons it should be made according to a public policy for international public verification (for example seven copies to be maintained at published addresses) and authentication. 

The same change in the majority of these copies (whatever the legal, political, commercial, military, etc. reason) would introduce an immediate update of the root zone everyone should be entitled to follow. Supposed errors not to be corrected.

I publish a daily status of the current top zone. This observed zone includes 10% of name servers declared through the TLDs namefiles and not in the IANA root file. For obvious security and sovereignty reasons, everyone must be able to build its accurate root file, because the publisher of the used root file owns a de-facto power of international e-embargo.




	
	For each paper you wish to comment on (Please repeat as many times as required)

Name of the paper: SPAM

	
	Has the issue as it applies to the question of Internet Governance been adequately identified?

Yes.

	
	Comments:

	
	Does the paper cover the topic with sufficient depth and accuracy?

No.

	
	Comments:

The paper does not take into account possible different architectures for the mail system which would be of lesser interest to spammers. Nor of their specification, definition, testing and interoperability. There are two of them I know of which would modify the terms of the problems (there are cons and pros)

· to use store and retrieve solutions, dramatically reducing the bandwidth and the interest of the spam.

· The OPES studied by the IETF. They are services operating on the mail path which can be networked. They could be used to fight spam at the root.

They would introduce a new netiquette and way of use, may-be new legal considerations. This is not a small issue: a development team cannot it address alone without the support of a preparatory debate.



	
	Does the paper achieve a reasonable balance in weighing relevant matters?

	
	Comments:

	
	Any other comments:

	
	


	
	For each paper you wish to comment on (Please repeat as many times as required)

Name of the paper: SPAM

	
	Has the issue as it applies to the question of Internet Governance been adequately identified?

Yes.

	
	Comments:

	
	Does the paper cover the topic with sufficient depth and accuracy?

No.

	
	Comments:

The paper does not take into account possible different architectures for the mail system which would be of lesser interest to spammers. Nor of their specification, definition, testing and interoperability. There are two of them I know of which would modify the terms of the problems (there are cons and pros)

· to use store and retrieve solutions, dramatically reducing the bandwidth and the interest of the spam.

· The OPES studied by the IETF. They are services operating on the mail path which can be networked. They could be used to fight spam at the root.

They would introduce a new netiquette and way of use, may-be new legal considerations. This is not a small issue: a development team cannot it address alone without the support of a preparatory debate.



	
	Does the paper achieve a reasonable balance in weighing relevant matters?

	
	Comments:

	
	Any other comments:

	
	


	
	For each paper you wish to comment on (Please repeat as many times as required)

Name of the paper: TELECOMMUNICATIONS INFRASTRUCTURE

	
	Has the issue as it applies to the question of Internet Governance been adequately identified?

	
	Comments:

	
	Does the paper cover the topic with sufficient depth and accuracy?

	
	Comments:

The paper does not consider technology changes and is IP based and Telecommunications organisations oriented. Just some few remarks:

· the broadest bandwidth available today to 3 billions people is Teletext wich is the first link which rebuilt in catastrophe situation as it comes with TV.

· There are worldwide power cables available at low operational cost

· There is a definite need to reduce the volume of transmitted data for mobiles, small appliances, etc. in rough environment. These solutions should be investigated to transmit information to low bandwidth users (developing countries, Island, emergency situation)

The US Army used 32 times more bandwidth this time in Iraq than the first time. Is this a correct trend? How much are we dependent from transmitting again and again the same information we already have?



	
	Does the paper achieve a reasonable balance in weighing relevant matters?

	
	Comments:

	
	Any other comments:

	
	


	
	For each paper you wish to comment on (Please repeat as many times as required)

Name of the paper: CULTURAL AND LINGUSITIC DIVERSITY


	
	Has the issue as it applies to the question of Internet Governance been adequately identified?

No.

	
	Comments:

The Internet Governance MUST be structured to follow and control the technical aspects underlying the Cultural aspects of the Information Society. 

A current example: languages must be tagged to be identified by a computer process. A standardisation is under way which only considers one tag per language and per country (and per script). This means that only one single version of a language will be able to coexist in automated services, information forms, printers, hence in documentation and books. Other versions will quickly need added [patented?] non standardised add-ons. 

The leading manufacturer's language will therefore become the de facto only practical master on how to write, print, document, make crosswords, etc.. This is a cultural catastrophe if the IETF accepts that format without adding to that "langtag", at least a "source" (dictionary, grammar, academy, ...)  and a "style" (DNS, childish, administrative, popular, etc. etc.).

Once the lang5tag is established by IESG or by grassroots process if IESG keeps its lang3tag (confusing the effort) , there should be a standardisation and a governance effort to permit web services, formatted information etc. to be process/process intelligible. To permit language description inheritance, protect free adaptation by individuals, protect open rights on these standards and applications, etc.

 

	
	Does the paper cover the topic with sufficient depth and accuracy?

	
	Comments:

	
	Does the paper achieve a reasonable balance in weighing relevant matters?

	
	Comments:

	
	Any other comments:

	
	


	
	For each paper you wish to comment on (Please repeat as many times as required)

Name of the paper: INTELLECTUAL PROPERTY RIGHTS


	
	Has the issue as it applies to the question of Internet Governance been adequately identified?

Yes

	
	Comments:

	
	Does the paper cover the topic with sufficient depth and accuracy?

No.

	
	Comments:

The document does not consider that Rights protection MUST be part of the attractiveness of the network architectural solution. IPR defenders claim of their rights, but do not propose solutions (which do exist) to make their protection an added value to the network usage. As if airlines made people pay but were travelling them by train. 

The document does not consider the major IPR issues resulting from the IDN and PAD (Private Alias Directory) technicalities.

The document should consider the way to protect the open rights resulting from grassroots standardisation process. A grassroots standardisation process is a brainware process (procedure, practice, understanding, etc.) very common in networking where everyone agrees to follow a practice proposed by someone or by a mailing list.



	
	Does the paper achieve a reasonable balance in weighing relevant matters?

	
	Comments:

	
	Any other comments:

	
	


	
	For each paper you wish to comment on (Please repeat as many times as required)

Name of the paper: MULTILINGUALIZATION OF THE INTERNET NAMING SYSTEM

	
	Has the issue as it applies to the question of Internet Governance been adequately identified?

No.

	
	Comments:

Many people have commented this topic. I am involved in international naming since 1978 I supervised from 1980 to1985.  It is only recently I discovered that someone (ICANN) claimed rights on my own name, my imagination and my culture and asked me $ 25.000 to only discuss of the creation of a TLD.

This is an accidental situation, related to the historic management of the Legacy Directory. My question was then "how can I do without them" and without harming the DNS. There are actually several solutions. The only problem is that these solutions need to get enough recognition. When they get such a recognition experience shows they are accepted. What is important to the governance is that the possibility exist and can sweep the world in a few months, like the web did, or P2P, etc.

Recognition is by very nature a grassroots issue, involving all the concerned communities. The need is to stabilise it in empowering the community so the grassroots process can start in a peaceful way and the sovereign decisions of the community are neither challenged, nor confused. The existing and deployed solutions permit this.

There is however a major governance issue: this is the international recognition of the grassroots communities. This recognition comes through a TLD and a TLD Manager. 

· There are 7260 listed languages by ISO 15924 making around 6 to 7000 language communities without a TLD. Is this support advisable? Is it confusing? Would it be a good way to support Multilingualism and to develop the main multilingual TLDs?

·  These languages have a three letters ASCII code which conflict with existing TLDs and with legitimate State TLD. A solution should be found permitting flexibility in TLDs. A list of the IDN version of these TLDs should be published.

I quoted these details to show that the intergovernance must include a registration service to assist and maintain the data of the multilingual TLDs. This seems to be an appropriate task either for ITU or for MINC, resuming the original practice. I accepted many TLDs ("root names") in the international name space (including "ARPA"): I never discussed them. As RFC 1591 says "the NIC is not in [this] business"

In the Legacy Governance, there is a TLD acceptance system. When we accepted the Internet names in the international naming system, we demanded and accepted (we were performing the registration) that multiorganizations TLDs would be registered if the number of foreseeable Domain Names was over 500. This is part of the consensus which rules the DNS for 20 years ICANN rightfully claims to be the source of its legitimacy: RFC 920 by Jon Postel. It permits ICANN to create its TLDs, it must also permit lingual grassroots communities and Governments to register their own lingual TLDs in the ICANN root 

 

	
	Does the paper cover the topic with sufficient depth and accuracy?

No.

	
	Comments:

With so many having commented this, I will only discuss an architectural aspect everyone can easily understand. Why would I have to receive and see mails and pages I cannot read and be technically prevented (on whose authority) to access pages I can read.

In an end to end network technology, there is no way that one end is in French and the other in Chinese and they can relate. The Internet is not able to provide full multi-intelligibility. There must be, in a way or another, different "internets", one in French, one in Chinese, etc. each of them offering inter-intelligibility because both ends are using the same language, with all the bridges one may imagine, the user can turn up or off at will, if he wants to mix languages at his own risks or with additional middleboxes (OPES).

The solution is in three steps. 

1) The first is internationalization. It  enables the Internet to be able to support various lingual "sub networks" (In my group we name them "externet" for "all the external entities I want to relate with").

2) The multilingualization results from enabling these "externets". This is achieved in the IDN process by the IDN Tables: this way domain names can only be related to one table (they form a de facto externet). 

One sees that this does not establish formal barriers, but when a Registry does not respect the rule and permits homograph names using characters from various scripts, she creates a confusion which can be used for spoofing attacks. These attacks are legally comparable to spam and must also be addressed by the local laws. There is also a need for verification tools of the lingual and legal homogeneity of the IDN and of the IRI.

3) The third step is vernacularization. It consists in addressing the users' real life demand. In most of the cases it consists in putting the IDN in its real life context. This is limitless. This will concern the Browser, the Mail Agent design, the DNS management, security, the value added inline OPES (one can massage, forward, translate, deny, etc. a page upon the language of the Domain Name, etc).

One of the important points of the vernacularization concerns the application programs and IPv6. The scarcity of IP addresses has lead to a ubiquitous "virtual NAT" system. HTTP.1.1 uses the domain name for routing the calls within the Web server (the same IP address may support thousands web sites). Many web hosts accept only one DN per web site (as the name of a directory). 

This changes when the site can be identified again through its IP address. In that case, the site can immediately have, at no extra charge, as many aliases in as many languages as the users want. One can say the IPv6 address is the master multilingual domain name, being purely numeric.

All this permits a simple and robust support of a "brain to brain" interintelligbility, on top of end to end interoperability. Yet it permits all the special uses and security protection. But il also leaves a larger independence to the users: this may lead to confusion. There is therefore a need of an accepted adherence to common operational best practices. This can only proceed from a grassroots process, involving all the concerned authorities the users will trust or respect. 

A risk of instability in this process is the e-colonisation feelings. If people from a culture feel their culture is negatively influenced by another "e-dominant" culture, they will defend their culture and retaliate. The internet is global: however large it may be, it is a closed system. A closed system must be "zero conflict" to be efficient for all.

A factor of cross stability is the cultural proximity. Someone or a corporation can become locally present in wearing a local domain name. A European corporation can become present to millions of Chinese people in having a Chinese web site operated in Europe with a Chinese ML.ML name. A Chinese reseller will first look at the way the Chinese customers can perceive the European corporation before considering entering in relation with them. This is an extraordinary way to protect and develop culture and languages, mutual respect and necessary understanding, but also local development and commerce. Organising and supporting this is a grassroots process and of local interest policy. It cannot be managed in a world-wide centralised "Admiralty way". 



	
	Does the paper achieve a reasonable balance in weighing relevant matters?



	
	Comments:

"Two keyboards domain names" (IDN.ASCII) are not documented for their lack of practicality. They may be of interest (?) for the registrar or for the cybersquatter, but they are of no real use when the keyboard does not also support ASCII characters easily.

Access engines are not documented. This is a way to build local domain names in adding one or several keywords to a SLD. "keyword.keyword.sld.tld". They create virtual naming gateways enlarging the keywords use and reducing the number of IDN to support.

"Babel Names" are not documented. This is an unexpected threat on IDNs to be addressed. It consists in registering an IDN which will be meaningful in ASCII ("xn--cocacola.com"). The IDN will display the "babel name" everywhere its exotic character set is not supported. There is a program named "funycode" to find the IDNs which work. The IDN can be Trade Marked in its original scripting, creating a final right to the registrant. Obviously the lingual name can also be genuine. 

This results from the choice of the IDN "xn--" format: "x--ncocacola.com" would technically be equivalent yet far less appealing to a cybersquatter.

LHS (left hand side) multilingualization  is not quoted. This is an urgent governance issue. The problem is to establish the specifications of the format of the left hand side of the mail names (lhs@rhs). The problem is not simple, but it is still more complex by courtesy rules when sending a mail. Establishing a common rule would simplify the specification. This shows the need of a forum for the users to concert on technical specification and usages: the  ITU-I or the MINC would be the best places for such a grassroots process.

Mail forwarding and security/legal related aspects are not alluded to. When a mail is sent using an IDN and the user wants to receive them on an ASCII gateway, a forwarding service is to be provided. This is a common Internet service. However in an IDN context, where the operator does not directly understand the words being used or may make more typos, there is more to consider. Guidance to users should be provided. This may result in contradictory advices. This is an example of the need of an international grassroots process for users and Government information. Such a task could be committed to organisations like the MINC.

The W3C and IETF are documenting the IRI. This kind of key element of the Internet landscape should be reviewed by the governance before being released. Or documented by a usage advice as indicated above. This would be easier if an "Internet Book" process was maintained.



	
	Any other comments:



	
	Multilingualism introduces in the Internet technology a different granularity. Internet was built to interconnect computers and their connected users, before Micros came in. It survived the Microcomputer intelligence while suffering from their capacity to spoof and create DoS.

Now it is to support direct "brain to brain" relation because the user can chose his "Brain Language" on the fly in using an IDN and to call for translations, filtering, forwarding on the path (making the network intelligent). All this flexibility can be supported but calls for IPv6, OPES, a new management of the DNS. It therefore calls more for a change in the vision of the internet architecture, than for technical changes. This technical cultural change must be documented. I tried to prepare an IETF draft on this, but the IETF cultural divide is deep.

The recent RFC 3869 published by the IAB calls for Governments funding and lists the IAB R&D priorities. It does not even allude to multilingalism, nor to the user centric granularity it implies. 

Yet - if correctly implemented through a grassroots intergovernance process, involving ccTLDs, lingual authorities, self-determined lingual communities when needed, specialists, etc. and in consistently respecting the TLD Tables in a strict way, open to every vernacular variation and inter-languages bridges - the IDN.IDN solution is here.

It belongs to the language and cultural public and private organisations to gather its ITLD list and to organise its best practices, with the help of the concerned international organisations, through a Multi-Languages Task Force.




