WGIG Documents for Privacy Caucus

Comments on the Issue Paper on Cybersecurity and Cybercrime

General Comments

This is a very good first try to explain the challenges of cybercrime and cybersecurity. As policy and privacy experts, however, we find many problematic statements within this paper. In particular, it is somewhat dated, and inattentive to some of the conflicts and controversies that exist in this domain. 

We are particularly concerned with the following paragraphs, and would like to see them reviewed and edited, if not removed. 

	Such malicious cybersecurity intrusions therefore give rise to cybercrimes, which are described in a 2000 McConnell International report as "harmful acts committed from or against a computer or a network"[Schneider and Hyner Page 6]. On accepting this definition, it follows that the Internet: global network of networks, presents the main opportunity for cybercrimes. 


This paragraph is ambiguous. There are far better definitions than the ambiguous one crafted by the McConnell report (which has been questioned on the basis of its methodology). Ambiguous terms such as 'harm' renders this definition quite useless. 'Cybercrime' is best defined as a set of substantive crimes, or an agreed upon list of 'harms', and an example of such a list is Part I of the CoE Convention on Cybercrime, ETS 185 (and even there, some of the 'crimes' are questionable). 

Generally, we would recommend dropping references to the outdated McConnell report which was by no means as influential as the authors here suggest. 

	The internet is heavily dependent on the public telecommunications infrastructure. In several countries, multiple competitive operators provide inter-connected networks which increase the opportunities for security intrusions. Examples of cybercrimes committed through cybersecurity intrusions into the telecommunications network are: illegal access of a PABX, getting dial tone and then dialing for free to any part of the globe, or listening to other people's conversation. 


We do not understand the point to this statement, and we believe that it is representative of a much different time. 

	The Council of Europe Convention on Cybercrime is intended to harmonize laws across states and provide for greater international cooperation in this area. Governments must therefore develop new expertise to deal with these new and complex issues. 


In the interest of laying out the entire spectrum of ideas on this topic, we believe it is important to note that the Council of Europe attempts to harmonize criminal laws without harmonizing protections of privacy and speech. Such proposals would allow governments to expand their legal systems to other nations, without ensuring protections either nationally or internationally. First need privacy protections and checks and balances on police power. And the Convention on Cybercrime lacks a "dual criminality" provision, so it would harmonize laws by discounting national protections. Such concerns were raised repeatedly by civil society and industry representatives throughout the drafting of the convention. 

	Specifically, these activities cost billions of dollars in losses to firms, undermine consumer confidence in e-commerce, damage people's lives and reputation through privacy intrusions and threaten to disturb the stable and secure functioning of the Internet. 


This paragraph faills to acknowledge the costs of claimed remedies to cybercrime. Using the often recommended strategies and mechanisms to combat cybercrime could also cost businesses, including ISP's, and the government for the investigations. These costs are in turn passed on to consumers. This is one of the reasons the private sector has not warmed to all the proposals emerging from national and international fora. 

	In addition to the estimates lost to cybercrime, there are even greater estimates of ecommerce business not conducted because of lack of consumer trust in on-line transactions. So how are the stakeholders addressing this problem? 


This paragraph is missing some additional perspective. It should be noted here that the loss of transactions due to lack of trust is also due to fear of any use outside of what was consented to in the transaction. Even use that is not criminal, if not agreed upon is a privacy intrusion and the extensiveness of private sector data mining and weakness of data protection laws have given consumers a reason to worry. 

	It is noted that on both sides of the Atlantic there is the need to minimize conflicting privacy and security obligations on users and business while accommodating and not impeding effective criminal investigation and prosecution. 


This paragraph is hazardous and unnecessary. We believe it should be deleted: the paper should not pit privacy against security. 

	Legal challenges relate to search and seizure of data in a computer, decryption of illegally encrypted data, the quality ofevidence generally and jurisdiction as mentioned above. 


We don't agree that encrypted data is ever done so illegally. We worry about any attempts to label the use of encryption as illegal, and we have seen a number of legislative initiatives rise (and many have failed) on these grounds. The use of encryption should be promoted and heralded; that the data that is encrypted may relate to criminal activity is a secondary factor. You can not label the encryption process as illegal without recalling many policy debacles from the 1990s. 

	The matter of regulation of the internet is a continuing debate. Self-regulation is consistent with the general trend in Government and private sector in the US while Europe tends to prefer some measure of regulation. Directive 95/94 of the European Union: the Privacy Directive, coupled with the US/EU Safe Harbour agreement clearly demonstrates these differences. In the US, it would appear that greater protection is afforded 'freedom of information' than individual privacy. As a result, personal information tends to be relatively easy to access and mis-use of such information or the proper use of erroneous information can cause untold difficulties for the affected individual. However, privacy is much better protected in Europe. 


This statement should also be deleted because it is not only misleading, it is incorrect. 

· The U.S. private sector does not rely on 'self-regulation' when it comes to cybercrime and cybersecurity. This practice is restricted to the protection of privacy. While the U.S. has not regulated the creation of security products, no other country has either. 

· The Directive is '95/46/EC'. The Safe Habour provisions are not necessary to include in this statement because it is not entirely relevant. 

· The statement of 'freedom of information' in the U.S. is based on a complete mis-understanding of the concepts. 'Freedom of information' refers to a legal regime that allows for access to information about the conduct of government, not the freedom of information flow generally. 

The conclusion that personal information tends to be relatively easy to access and mis-use is an accurate assessment, however. 

	While placing this emphasis on the role of the private sector, the US Government has nevertheless enhanced its legal and technological surveillance strategies in the face of terrorists threats after September 11, 2001. 


This paragraph is inaccurate. These 'responses' were not a reaction to the terrorist attacks. Government surveillance existed previously, and many of these policies emerged (and had failed in some cases) well before September 2001. Similarly, private sector surveillance now increases as the data-mining market increases, in part due to weak privacy laws and governments' increasing tendencies to intrude upon the private lives of individuals. 

	Private Sector Actors 


There are a number of industry organizations around the world, and so attention should not be limited to the American organizations. We need to identify actors in the copyright industry (usually called 'content industries'), actors in the software industry, hardware industry, and those involved in communications provision (internet hosting and service providers). When we appreciate the diversity of private sector interests then we may better understand the challenges at stake. 

As such, the 'private sector' is also very concerned about their responsibility and costs of invasive investigations of their customers for crimes that they might not consider illegal. A substantial number of significant members of the private sector actively opposed the Council of Europe's Convention on Cybercrime, and other related initiatives. 

	Civil Society 


This paragraph needs mild fixing. 

· There is no need to reference the LSE definition of civil society. 

· There is no need to reference Statewatch news on an issue that was widely covered. Rather, GILC has its numerous statements to the Council of Europe on www.gilc.org. There is also epic.org, privacyinternational.org, and treatywatch.org that have monitored the development of international standards in this area. 

	However, such groups are known for their skill in attracting public attention in their efforts to influence decision makers. 


Despite this great "skill," civil society is unable to bring such extensive knowledge when proposals are made in a secretive and undemocratic manner. 

	International Organizations 


This paragraph is missing some fora and contains some inaccuracies. 

· The G7/G8 have been very active in this field, since the creation of the Lyon Group in the mid-1990s. 

· The CoE has 46 members at last count. 

	More recently, the views of civil society have also been embraced. 


This paragraph is inaccurate. We have seen very little notice of the concerns of civil society within international organizations. At the national level, however, our concerns have been embraced in some notable cases. 

	Cybersecurity and cybercrime issues are being discussed in a wide range of forums covering all stakeholders. Some of these forums, such as ICANN and WIPO, function in specific narrow areas while the others operate with a much wider and possibly unlimited scope. 


We believe it is important to note that some forums are open to all stakeholders in a manner of equal participation, while some forums are relatively closed. Most of the forums that have discussed cybersecurity in detail are relatively closed. 

	The Council of Europe is the oldest political organization in Europe. Participation in its meetings is by Foreign Ministers and Parliamentarians from its 46 member states. 


The Council of Europe is actively promoting its Convention on Cybercrime for global adoption, but remains closed to most stakeholders. We also note that very few countries have ratified the convention even after all these years, and it has faced very little national scrutiny. 

	Civil society meetings attract very wide participation, generally according to the special interests of the group whether trade unions, consumers, church etc. These NGO's have demonstrated remarkable skill in networking and influencing the public through effective use of the internet and the media generally. Also, the fight against cybercrime and its potential damaging effects on on-line liberties are the subject of heated debate in countless on-line groups and forums. 


We would like to add that civil liberties organizations work to improve the proposals, despite being often shut out, as is the case with the Council of Europe. 

	in Western democracies, Governments have for a very long time been sensitive to the inclusion of private sector views in multilateral negotiations. More recently, the views of civil society have also been embraced. 


This paragraph needs more nuance. The private sector is brought into negotiations when it benefits the view of governments. Civil society has, in the case of cybercrime, been shut out more than been welcomed into the discussion. Furthermore, simple participation does not always account for actual influence in this case. Relevance is too low at this point for a variety of stakeholders to make an impact and this must be changed. 

