	
	Template for Comments to WGIG on Draft Working Papers Identifying Issues for Internet Governance

	
	Do you have any comments on the process of determining the issues and their presentation by the WGIG?

	
	The list of issues which appear in the "Inventory of public Policy issues and Priorities" is very broad in scope and risks distracting policy maker attention away from key topics where this initiative should focus in order to provide value.  It is not clear to Vodafone how the many issues have actually been (or are to be) prioritized in the policy formation process.

Vodafone would advocate that priority issues for WGIG should:

1/
directly concern the governance of the Internet; and 

2/
be issues that are key to its effective trans-national operation.

Without diminishing their importance as sector policy issues the appropriateness of: Telecommunications Infrastructure, Affordable & Universal Access, Leased line Costs, as well as Competition Policy, Liberalisation, Privatization, Regulations, and Education, Human Capacity Building should be reconsidered in the context of this Report.  It would be more constructive to address general sectorial issues that are more applicable to national environments in a separate report, if this is required.  There are extensive policy discussions of a number of these areas already.



	
	For each paper you wish to comment on (Please repeat as many times as required)

Name of the paper: Spam - Comments from Vodafone  



	
	Has the issue as it applies to the question of Internet Governance been adequately identified?

	
	Comments:

Yes.  Spam - or bulk unsolicited communications - is typically international in scope and illegal in nature.  Unchecked, spam has the ability to dramatically reduce the developmental utility of new communications networks and messaging services.  

Spam is certainly a legitimate issue of internet governance and combating it requires effective national legislation in multiple jurisdictions to address both of these characteristics.  If WGIG is able to signpost way that stakeholders can improve international cooperation and enforcement to counter spam that will be a highly useful service
Vodafone supports legislation designed to regulate direct marketing and to facilitate the suppression of spam.  Once legislation is agreed, Vodafone recommends regulators take action against serious national direct marketing abuse where this occurs and proactively support legitimate communications businesses self-regulatory mechanisms to suppress spam.
In particular, the bulk of spam originates internationally, making cross-border cooperation essential as the path from a spammer to a consumer's inbox typically crosses one border, if not several.  Vodafone therefore believes Governments need to focus on international collaboration between enforcement agencies.  Legislators need to ensure that once spam has been detected, there are appropriate remedies available to tackle it, in particular, regulatory support to withhold outpayments will eliminate forms of 'micro-fraud'.  Vodafone fully supports international initiatives by the OECD to develop an effective 'tool-kit' of anti-spam measures, for Governments to support.

	
	

	
	Does the paper cover the topic with sufficient depth and accuracy?

	
	Comments

The paper correctly identifies the difference between the regulation of legitimate direct marketing and of spam.  Regulating the former will not directly reduce spam

Legitimate, reputable companies need to communicate with their existing and potential customers and stand to lose business if their marketing communications are intrusive.  They generally seek to comply with the law and with codes of conduct and to apply good marketing practice.  Laws such as those enacted in the EU provide a clear framework for legitimate businesses to carry out marketing activity responsibly.  These laws simply need to be subject to a proportionate enforcement by national data protection authorities.  Other regions may wish to adopt the EU approach.

However, the vast bulk of e-mail and mobile messaging spam is not sent by legitimate companies.  Instead this is sent by individuals and organizations with no intention of complying with laws or codes of practice concerning unsolicited marketing.  Indeed, they may typically be breaking the law in a range of other ways.  For example. by carrying out fraudulent or deceptive commercial practices or by unlawfully accessing third parties’ servers or PCs (through open proxies) to send spam remotely and prevent detection.  Such illicit messaging must be the primary target of governmental initiatives against spam.  Legislation is a staring point, but it cannot addressed this problem alone.



	
	

	
	Does the paper achieve a reasonable balance in weighing relevant matters?



	
	Comments

The paper does not clearly bring out the distinctions and similarities between mobile spam and spam on the fixed e-mail environment

Vodafone's experience is of an international communications services provider.  We primarily approach spam by seeking to limit its adverse impact on our customers and to avoid negative impacts on the growth and future potential of mobile messaging.  As a secondary issue Vodafone is a commercial organisation that wishes to market to customers and potential customers according to good practice and within the law.

A survey undertaken by Vodafone among its operating companies shows that the most concerning type of spam to European mobile customers is unsolicited SMS inviting recipients to call or send an SMS, to a number unfamiliar to the recipient and charged at a premium rate.  Variants include ‘one ring’ or ‘missed’ calls where Calling Line Identification provides missed call notification on the recipient’s handset by displaying a premium rate number.  The recipient calls back - unaware that the call is charged at premium rate - and is encouraged to stay on the line to increase the call charge.  Not only do our customers receive irritating unwanted messages, they are subject to a form of 'micro-fraud' if they respond.  More recently automated voice calls have emerged as a new source of spam - typically announcing a premium number to dial to collect a prize: this affects both mobile and fixed customers.

Where mobile messaging services are brought to market sharing the commercial characteristics of the fixed internet environment these are affected by spam with the same characteristics as spam on fixed e-mail messaging.  This has been the experience of Vodafone KK in Japan, which has responded by limiting the volume of messages which can be sent daily and cutting off spammers.



	
	Any other comments

	
	Regulators must proactively support action by communications service providers to suppress spam

Regulators should facilitate action by communications service providers seeking to suppress spam.  Three particular ‘self-regulatory’ mechanisms should be exploited:

· Improve management of the premium rate payment environment

Where communications service providers suspect spammers are abusing premium rate numbers, they should be empowered to withhold out-payments due under national interconnect contracts (subject to appropriate safeguards).  

Under national interconnection contracts a need to withhold out-payments to spammers may not have been anticipated.  In this case, national regulators should support action by providers to withhold out-payments and amend the terms of interconnection contracts to address this problem.  This approach will undermine commercial incentives to originate bulk SMS and can be used to address other, related frauds such as: automated voice spam and PC dialler fraud.

Two further steps can facilitate this process.  Firstly, national regulators should require that premium rate payment cycles are sufficiently long (for example 60 days against a current 30 day interconnection payment cycle) so that any abuse can be independently investigated before out-payments are made.  Secondly, this measure should also be applied where international numbers are used for equivalent frauds.

· Permit the use of traffic logging information to combat spam

Traffic monitoring and logging tools may be used to detect patterns of messaging misuse.  However, the retention of traffic logs may, in some cases, be limited by data protection and privacy law - for instance in the EU.  Vodafone believes that any such restrictions should be lifted (or appropriate and proportionate exceptions created) where necessary for the purposes of detecting and preventing the dissemination of spam, viruses or fraudulent content.

· Permit the use of network filtering to combat spam

Spam filtering has been successfully deployed in the fixed internet, with more sophisticated and reliable forms of message filtering emerging.  This causes no legal difficulties where a spam filter resides on the recipients’ PC.  However, more advanced techniques use filtering within a network.  This approach may be inhibited in some jurisdictions where automated filtering is thought to be a form of unlawful interception.  This is a particular issue for mobile because of the need to extend filtering to a large customer base including customers using older, more limited and recycled handsets to offer a complete service.

Should national legislation restrict automated network-based filtering, legislators should urgently adopt exceptions in order to prevent spam, viruses or other malicious content being disseminated.  This should not be limited to protecting the communications service provider's own network, but also to protecting its customers from the receipt of spam, viruses or fraudulent content.



