
 

 

DE-MYSTIFICATION OF THE INTERNET 
ROOT: DO WE NEED GOVERNMENTAL 
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Wolfgang Kleinwächter 

The Internet is a decentralized “network of networks”, connected by a joint protocol suite, the 
Transfer Control Protocol/Internet Protocol (TCP/IP). More than one billion Internet users 
communicate with each other via a distributed addressing and hierarchical naming system, 
which gives users identities through unique domain names or an individual e-mail address. The 
whole system works via decentralized coordination in which many players on many layers work 
together. The Internet has no center. Each player has a clearly defined but limited decision 
making capacity. And the Internet works only, if each player fulfills its function. But while the 
whole “multilayer multiplayer mechanism of communication, coordination and cooperation”1 
is decentralized, the domain name system (DNS) is based on a hierarchy with generic and 
country code names near the top. 

The authorization of modifications, deletions or additions of root zone files in the so-called 
“Hidden Master” of the Root Server System has become the subject of a political controversy 
in the last couple of years. This chapter will look into the substance of the controversy and will 
analyze whether the execution of this function constitutes a privileged power position, which 
would enable the executer “to control the Internet”. 

The Development of the DNS 

The design of the DNS was inspired by the naming system in the real world, where individuals 
have a first, middle and family name like “John Fitzgerald Kennedy” or “Michail Sergejevich 
Gorbatschov”. The URL of my home university - www.imv.au.dk – follows this scheme. 
“IMV” stands for Institut for Informations- og Medievidenskab (Institute for Media and 
Information Sciences), “AU” stands for Aarhus University and “DK” for Denmark. 

Names have to be registered somewhere in the hierarchy. When the fathers of the DNS 
developed their system, they decided to distribute the “address books” along the lines of the 
network structure and the names hierarchy.2 The “address book” of the “family names”, called 
“Top Level Domains” (TLDs), the most important parts of the individual identifier, were 
                                                           
1 See: Wolfgang Kleinwaechter, “Internet Co-Governance: Towards a Multilayer, Multiplayer Mechanism 

of Communication, Coordination and Cooperation,” Paper presented at the Internet Governance 
Consultations, Geneva, September 21, 2004. <http://www.wgig.org/contributions-september.html> 

2 History of the DNS, see: <http://en.wikipedia.org/wiki/DNS> 



210 | Reforming Internet Governance: Perspectives from WGIG 

stored in the rootserver zone file, secondary names (SLDs) in a zone file on a name server 
managed by the TLD registry, and third level names in the zone file on the chosen server of 
the registrant of the domain name. 

In the case of imv.au.dk – the domain name of my institute at the University of Aarhus - the 
DNS records that tell DNS software where to find the .dk nameservers is in the rootzone file. 
The record for the .au part of the name is in the zone file that “resides” on the .dk nameserver. 
The records for the imv part of the name are in the zone file of the University of Aarhus. 

This design of the DNS has made the communication between users fast and efficient. If I 
want to see the page, ww.wgig.org, (the URL of the Working Group on Internet Governance), 
my local resolver first determines if the data has been saved locally. If the data is not “cached” 
locally, my local machine determines if it has the address record for .org. If there is no data 
available on how to find the authoritative server for .org, then the record that will tell my local 
machine how to find the .org server must be sought from the root server. 

The root server has no knowledge about “wgig.org”, but it knows the IP of the nameserver of 
.org (which is now run by the Public Internet Registry/PIR) and transfers the query to the .org 
server, which knows certainly “wgig.org”. The communication can start. My local machine 
always knows how to find the root servers. This data is rarely changes and is saved locally. 

Each part of a domain name has an own data file. The management of the data files for the 
names has two components. Somebody has to create and manage the string of characters for 
the special files. And somebody has to decide that the file should be put into the server. The 
decision that the “imv”-file should be in the .au name server is done by the administrator of the 
.au zone. And the .dk Registry decides to put the au-file into the .dk name server. 

Normally there is no real decision making involved. Name registration is done “first come, first 
served” and it is mostly done automatically. When students arrive in our department, they get 
an e-mail address with their name from imv.au.dk. The head of the department does not 
“control” the allocation of e-mail addresses to students. Why should he, as long as the technical 
person responsible for the e-mail addresses acts according to the general technical rules? The 
same is on the SLD level. The government of Denmark does not decide whether .au should or 
should not be in the .dk name server. If failures or misuse are happening they can be handled 
on a case-by-case basis by the relevant authorities. But as long is I can remember no case 
popped up in our Department. The data files have first of all to be correct and reliable. And 
they have to be protected against manipulation. 

The simplicity of such a distributed system, based on bilateral relationships and developed 
without any governmental involvement, is part of the strengths of the Internet. Each server has 
only the knowledge it needs to manage the names under its own authority. But it knows exactly 
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where to ask if a query arrives for a name outside its own domain. The whole system is based 
on collaboration of different players on different layers. Each player has an own arena for 
decision making, no one can decide everything. And the fact, that the system was able to keep 
path with the explosive growth of Internet communication – within 15 years the number of 
Internet users grew from one million to one billion – has proven that it is robust, flexible and 
stable. 

The whole chain of the zone file management includes different functions, some of them are 
purely technical, while others could include a public policy dimension. The relationship among 
the different players can be described like the interconnection between an “author”, a 
”corrector”, a “publisher” and a “printing office”. The author (in this case the TLD Registry) 
has the responsibility for the content, the printing office (the root server) is responsible that the 
right content comes to the user. The IANA function3 includes next to “book-keeping” also the 
role of a “corrector” who has to check text and eliminating spelling mistakes. The critical point, 
from a public policy perspective, is the “publisher”, that is the individual/group that decides 
whether the publication should be published at all (or not). But as said above there is only little 
to “decide”. More important, also from a public policy point of view, could be an “audit 
function, where an external “auditor” checks post festum, whether the involved parties has 
followed the agreed procedures. 

Servers can host millions of name files. The name servers of VeriSign, which manages the .com 
Registry, have to deal with more than 30 million registered secondary names under .com. 
DENIC, the biggest ccTLD registry, manages more than nine million .de names. 

The Authoritative Root 

The DNS tree has a lot of branches, but only one root. The address record and the names of 
the nameservers for the TLDs are stored in the root zone file on the root server. When John 
Postel and Paul Mockapetris developed the DNS in the 1980s, they decided to start with 243 
TLDs with a two character country code (ccTLD) and seven TLDs with a three character 
generic code (gTLDs). But there was no technical reason for such a limitation. If Postel would 
have introduced 5000 or 50 000 TLDs this would have worked the same way (and we would 
have probably today a different kind of discussion). 

                                                           
3 The so-called IANA function is mainly the maintenance of accurate records of root zone file 

information, including detailed contact information, as well as the management of request for changes 
of TLD zone files according to the applicable technical and other requirements so that changes are 
made in a properly authenticated and timely manner, while ensuring the continued security and stability 
of the root zone. Relevant reports will be sent to the Department of Commerce for approval. 
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This system, which is a product of a specific historical development, continues up today. As 
said above, there is one DNS tree and this tree has only one root. This one root zone file is 
carried by thirteen root servers named A to M. All root servers have the same knowledge about 
the address records of the name servers authoritative for all the existing TLDs. 10 root servers 
are located in the US, two in Europe, one in Asia. This system is called the “authoritative root” 
or the “legacy root”.4 

Table 1: Root Server Operators in 2000 

Name Organization City, 
State/Province 

Country URL 

A Network 
Solutions, Inc 

Herndon, VA USA http://www.netsol.com 

B Information 
Sciences Institute, 
University of 
Southern 
California 

Marina Del Rey, 
CA 

USA http://www.isi.edu 

C PSINet Herndon, VA USA http://www.psi.net 
D University of 

Maryland 
College Park, 
MD 

USA http://www.umd.edu 

E National 
Aeronautics and 
Space 
Administration 

Mountain View, 
CA 

USA http://www.nasa.gov 

F Internet Software 
Consortium 

Palo Alto, CA USA http://www.isc.org 

G Defense 
Information 
Systems Agency 

Vienna, VA USA http://nic.mil 

H Army Research 
Laboratory 

Aberdeen, MD USA http://www.arl.mil 

I NORDUNet Stockholm Sweden http://www.nordu.net 
J (TBD) Herndon, VA USA N/A 
K RIPE-NCC London UK http://www.ripe.net 
L (TBD) Marina Del Rey, 

CA 
USA N/A 

M WIDE Tokyo Japan http://www.wide.ad.jp 

                                                           
4 See, “ICP-3: A Unique, Authoritative Root for the DNS,” ICANN, July, 9, 2001. 

<http://www.icann.org/icp/icp-3.htm > 
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Source: David Conrad, Akira Kato, Bill Manning, Root Name Server Year 2000 Status, issued by the DNS Root 
Server System Advisory Committee, 15 July 1999. <http://www.icann.org/committees/dns-root/y2k-statement.htm> 

The A Root server functions as the “Master” of the system.5 The other root servers - from B 
to M - mirror the data from the A Root Server several times per day. This mirror system 
guarantees that a name server can contact each root server and will get the same answer, 
regardless of where the root server is located. It guarantees further, that there will be no 
communication breakdown if one or two (or even many) root servers are temporarily out of 
service. The communication can continue with a few single root servers, although in peak time 
this could lead to some delays in the range of not more than a second or so. 

When the system started in the early 1980s with some thousand users worldwide, it was rather 
natural that its inventor, Jon Postel, also had the full oversight of the root in his hands. The 
relationship among the different players, mainly the manager of the name servers, was based 
on “trust”. Jon Postel delegated the authority for the management of a ccTLD very often by a 
“handshake” or a “phone call” to individuals or institutions, known in the Internet Community 
as trustworthy. There were no contractual arrangements. Needed technical regulations emerged 
bottom up, mainly in the IETF, and were fixed in the form of a Request for Comment (RFC). 

The Role of the US Government 

At the end of the 1980s, when the number of Internet users moved towards the one million 
mark, the US Department of Defense considered terminating funding the relevant research the 
US Government encouraged Jon Postel to institutionalize the root management and to share 
the growing responsibility. In 1991 the Information Science Institute (ISI) of the University of 
Southern California (USC) in Marina del Rey, where Postel worked, entered into a contract 
with the US Department of Commerce and they created the “Internet Assigned Numbers 
Authority” (IANA). 

IANA was more or less a “one-man organization” of Mr. Postel. Funding continued via the 
US National Science Foundation (NSF). Network Solutions Inc. in Herndon/Virginia got a 
contract from the Department of Commerce to manage the gTLDs Registries for .com, .org, 
.net and .edu and after the NSF terminated its funding in 1993, the Department of Commerce 
allowed Network Solutions to charge for the registration of domain names.6 NSI also overtook 
the management of the A Root server (Postel managed the B Root Server in Marina del Rey). 

                                                           
5 In 2003 a new server, the so-called “Hidden Master” was installed which functions now as the master 

behind the 13 members of the authoritative root server system. The “Hidden Master” is managed by 
VeriSign on the basis of a contract with the US Department of Commerce. 

6 In 2000 NSI was bought by VeriSign Inc., which overtook also all contractual obligations from NSI. 
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The contractual relationship was based on a shared responsibility, with the final responsibility 
in the hands of the Department of Commerce. IANA was responsible for the management of 
the root zone files, but before modifications, deletions or additions of root zone files, done by 
IANA in Marina del Rey, entered the A root server in Herndon/Virginia, it had to pass via the 
“National Telecommunication and Information Administration” (NTIA) of the Department of 
Commerce in Washington D.C. When files arrived from IANA, NTIA “authorized” the 
publication and sent the IANA package to NSI. “Authorization” in this case is mainly a final 
check whether the IANA followed the established procedures.7 

After the invention of the World Wide Web and the following explosion of the need for 
domain names, Jon Postel wanted to add 150 more TLDs in the middle of the 1990s. This 
failed because the concerned parties were unable to agree on a procedure. The Internet was 
meanwhile too big to leave the decision in the hands of one single person, even if Postel was 
globally recognized as the trusted “father of the DNS”. But the “DNS children” discovered 
that there was much more than a “technical problem”. More and more players realized that 
there is a “domain name market” with economic and political implications and interests. 

Postel’s next idea was to bring interested parties, including the International 
Telecommunication Union (ITU) and the World Intellectual Property Organization (WIPO) 
together and to create a public-private partnership among governmental, commercial and other 
institutions, dominated by technical experts, failed. The Clinton Administration stopped the 
efforts of the “Interim Ad Hoc Committee” (IAHC) to establish a “Memorandum of 
Understanding for gTLDs” in May 1997 (which included the launch of seven new gTLDs and 
the move of the A root server to Geneva) and proposed instead the privatization of the DNS 
management. In the “Global Framework for e-Commerce” released in July 1997, President 
Clinton and Vice President Al Gore denied a special role for governments in the management 
of the DNS.8 

                                                           
7 That is the Department of Commerce authorizes the publication of proposed changes in root zone files 

and associated information, including modifications, additions and deletions to the root zone file or 
associated information that constitute delegation or re-delegation of top level domains. Actions by the 
Department of Commerce on delegation and re-delegation requests are made after reviewing reports 
submitted by IANA. The authorization is done by the National Telecommunication and Information 
Authority (NTIA) of the US Department of Commerce which verifies, based on a contract with 
IANA, whether IANA has followed the proper process and decides, whether the approved zone file 
should be introduced into the database of the Hidden Master. 

8 William Clinton / Al Gore, A Global Framework for e-Commerce, July 1997. 
<http://www.law.berkeley.edu/institutes/bclt/ecom/whyimpt.html> 
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The Emergence of ICANN 

As a result, in October 1998, a private corporation was established and incorporated under 
Californian law just one week after Jon Postel died. The Internet Corporation for Assigned 
Names and Numbers (ICANN), headquartered in Postel´s office in Marina del Rey, entered 
into a Memorandum of Understanding (MoU) with the Department of Commerce and got the 
mandate to promote, “the global public interest in the operational stability of the Internet by 
… (iii) performing and overseeing functions development of policies for determining the 
circumstances under which new top-level domains are added to the DNS root system.”9 

Beside the United States, only few other governments were been involved in the making of 
ICANN, notably the European Union (EU) and Australia. In particular the EU insisted that 
the new corporation should be led by a Board of Directors, representing the global Internet 
community and avoiding dominance by US directors. The EU also supported the concept of 
“privatization”.10 Other governments, from China to Brazil, did not show any interest in this 
process at this time. For the involved governments, the establishment of a Governmental 
Advisory Committee (GAC) was seen as a sufficient channel for communication between the 
ICANN Board and the national governments. 

The MoU from November 1998 did not specify the rights and responsibilities with regard to 
the root oversight function. These details were regulated in two additional contracts. 

a. the Contract Between ICANN and the United States Government for Performance 
of the IANA Function from February, 9, 2000, which has been modified and 
amended several times (last version from March, 17, 2003) and  

b. the Cooperative Research and Development Agreement (CRADA) between ICANN 
and US Department of Commerce of 1999, which was amended twice and has no 
termination clause. This agreement regulates the special treatment of proprietary 
information and the so-called “CRADA Data”.11 . 

                                                           
9 Articles Of Incorporation Of Internet Corporation For Assigned Names And Numbers, November 21, 1998. 

<http://www.icann.org/general/articles.htm> 
10 “Reply Of The European Community And Its Member States To The Us Green Paper,” 

<http://europa.eu.int/ISPO/eif/InternetPoliciesSite/InternetGovernance/MainDocuments/Replyto
USGreenPaper.html> 

11 CRADA has no fixed date for a termination. Article 11.11 says, that “It is mutually recognized that the 
duration of this project cannot be rigidly defined in advance, and that the contemplated time periods 
for various phases of the SoW (Statement of Work) are only good faith guidelines subject to 
adjustment by mutual agreement to fit circumstances as the SoW proceeds”. Article 8, para 2. of 
CRADA gives the Department of Commerce the right to „terminate this Agreement immediately if 
direct or indirect control of the Collaborator (ICANN) is transferred to a foreign company or 
government; or, if Collaborator is already controlled by a foreign company or government, if that 
control is transferred to another foreign company or government.” 



216 | Reforming Internet Governance: Perspectives from WGIG 

Part of this arrangement was that the IANA function was formally integrated into ICANN via 
a MoU between ICANN and IETF on the technical work of IANA from March, 1, 2000. A 
special “Root Server System Advisory Committee” (RSSAC) was established which included all 
the operators of the root servers. After ICANN's reform in 2002, the chair of the RSSAC 
became  a non-voting member of the Board of Directors of ICANN. 

ICANN itself started from the very early days to develop a system for the enlargement of the 
DNS and the management of TLD root zone files. In the year 2000, seven new gTLDs were 
added to the root. In 2004 ICANN started a process to further the gTLDs namespace. 
ICANN also managed a number of new or re-delegations for ccTLDs, including .eu (for the 
European Union), .ps (for Palestine) and .iq (for Iraq). 

The original plan of the Clinton Administration was to terminate the MoU after two years and 
to release ICANN into full independence until November 2000. But this plan did not work 
out. ICANN as a new corporation did not manage to implement all the tasks laid down in the 
MoU. In October 2000, the Clinton/Gore administration amended the MoU for another year. 
But Al Gore lost the 2000 election and a new administration took over. 

For the Bush Administration – after the burst of the .com bubble – ICANN was not a high 
priority issue. More or less the Bush administration continued, on a low level, what the Clinton 
administration has started. It encouraged ICANN to do its homework and amended the MoU 
several times. But after the terrorist attacks of September, 11, 2001, ICANN was indirectly 
affected by the new US security strategy which saw the Internet as part of the critical national 
infrastructure. For the Bush administration, the stability and the security of the Internet got top 
priority. 

ICANN reacted to this priority shift partly with its reform, which CEO Stuart Lynn started 
after ICANN’s annual meeting in Marina del Rey in December 2001 where a series of 
consultations with members of the US Congress took place. ICANN completed its reform in 
2003 that, inter alia, included also a more advanced channel for governmental involvement in 
ICANN’s decision making process, in particular with regard to issues with a public policy 
component.12 

In October 2003 the Department of Commerce announced that it will terminate the MoU in 
2006 and release ICANN into independence on the condition that the defined objectives are 
achieved. The statement did not refer explicitly to the IANA-MoU and the CRADA agreement 

                                                           
12 See: Wolfgang Kleinwæchter, “From Self-Governance To Public-Private Partnership: The Changing 

Role Of Governments In The Management Of The Internet’s Core Resources”, in: Michael Froomkin 
ed., ICANN 2.0: Meet the New Boss, Loyola Law School Review, 36 (Spring 2003). 
<http://llr.lls.edu/volumes/v36-issue3/> 
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and it did also not specify how the authorization function will be handled beyond 2006 in the 
post MoU phase. 

The WSIS Process: From Trust to Treaty? 

The DNS and the underlying root server system have worked without any problems for more 
than twenty years. Nevertheless it became part of a political controversy when the United 
Nations World Summit on the Information Society (WSIS) started a debate on “Internet 
governance” in 2002. Some governments argued that the policy behind the technical 
functioning of the Internet is not in line with the principle of sovereign equality, a principle that 
is laid down as a jus cogens norm of the contemporary international law in the Charter of the 
United Nations and regulates the relationship among nations. The criticism circled mainly 
around three points: 

a. the special role of the US Government who authorizes publications of root zone files 
in the Hidden/Master Server (formerly “A” Root Server) 

b. the fact that 10 of the 13 root servers are located in the US 
c. the informal character of the arrangements among the root server operators. 

A substantial number of Governments, in particular China, Brazil, India and South Africa 
called for a greater role in the management of the global Internet core resources. They argued 
that these resources are crucial also for the functioning of the national Internet infrastructure 
and insofar part of their “national interests”. They acknowledged the special role of the US 
Government in the early days of the Internet, but made clear that what was good of an Internet 
with one million users would be not good enough for an Internet with one billion users. 

The main criticism was that the whole system is based on trust and that the rest of the world is 
depending on the good will of the US Government and the good service of IANA for the 
functioning of its own national Internet infrastructure as well as for the global functioning of 
the Internet as a whole. While the critics recognized that the US Government has never 
misused its function and the system has worked so far without any problems, they argued, that 
there is no legal guarantee for an unproblematic continuation. The special role of the US 
Government, which has to authorize any publication of any modifications, deletions or 
additions of zone files into the root server database, was seen as an unjustified “privilege” with 
a high risk factor for the rest of the world. 

The present legal construction, as it has developed over the years, would allow the US 
Government theoretically to “punish” a country by removing the relevant ccTLD from the 
root. As a result, the users registered under this ccTLD would eventually be cut off from the 
communication with users in other domains which could have far reaching negative 
consequences for the national policy, economy and society in the “punished country”. 
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Consequently a substantial number of governments called for a replacement of the “trust 
system” by a new negotiated “treaty system”. 

A Government always prefers a “treaty” over “trust” and national governments have to be 
concerned on the reliability of the functioning of their national ccTLD and its ability to 
communicate with the rest of the world. But the described “worst case scenario” is far from 
realistic and full of myth. 

Consider a hypothetical case. France did not support the Iraq war of the Bush Administration. 
While in some parts of the US some groups called for a „boycott of French food” The fear is 
that the president could have also punished France by deleting the .fr address and name server 
records from the root zone file. The present system would allow him to send an order to the 
US Secretary of Commerce who would advise the NTIA to forward a message to VeriSign, the 
operator of the “hidden server.” If VeriSign would delete the .fr records from the file in the 
hidden server, what would happen? How would this affect Internet communication and 
France? 

The answer is, very little. Such an action would produce not only a worldwide protest with 
disastrous damages for the reputation of the US Government, it would also miss its political 
objective. In such a case the operator of the I-Root Server in Sweden would probably not 
follow this action and not mirror the new set of root zone files, when the daily package comes 
from the “hidden server.” All queries with an involvement of .fr would go to the I-Server in 
Sweden or the K-Server in London and its more than 50 root server “instances” which are as 
part of the anycast system distributed around the world. The 10 root servers in the US, if they 
follow the changes made by VeriSign, would be simply bypassed and the authoritative root 
would have been broken. The whole action would be counterproductive, especially for the US 
Government. 

In other words, the “punish capacity” of the “authorizer” of the root zone file publication is 
close to zero. The authorization function is not the “red button” of the nuclear bomb for the 
Internet and the scenario also demonstrates that the voluntary agreement among root server 
operators is not a weakness but a strength of the system. Without breaking a contract, any of 
the root operators, for instance the I root server in Stockholm, could reject such a misuse of 
the trust on which the whole system is based. Additionally, the fact that after the introduction 
of the anycast system in the early 2000s, there are now more than 100 anycast instances of root 
servers all over the world (the I Root Server in Sweden has now more than 30 copies all over 
the world) and makes the root server system even more invulnerable. 
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Table 2: Anycast Root Server System 

Server Operator Anycast? Sites Geographic 
Coverage Notes 

A VeriSign No 1  
No plans for anycast of 
a.root-servers.net 

B ep.net Yes 4 
Greater Los 
Angeles 

Three more sites 
worldwide in progress 

C Cogent Yes 4 United States Expansion will continue 

D 
University of 
Maryland No 1  No plans for anycast 

E 
NASA Ames 
Research Ctr No 1  No plans for anycast 

F ISC Yes 30 Worldwide  
G US DoD NIC No 1   

H 
US Army Research 
Lab No 1   

I 
Autonomica/NOR
DUnet Yes 27 Worldwide  

J VeriSign Yes 16 Worldwide 
Approximately ten more 
sites planned in 2005 

K RIPE NCC Yes 13 Worldwide  
L ICANN No 1  No plans for anycast 
M WIDE Project Yes 3 Worldwide  
   103   
Source: Presentation of the ICANN’s Root Server System Advisory Committee to the ICANN Meeting in 
Luxembourg, July 9, 2005, see: 
<http://www.itu.int/osg/spu/newslog/Root+Servers+Anycast+DNSSEC+WGIG+And+WSIS.aspx> 

While it is understandable that some Governments believe more in a “treaty” than in “trust”, it 
has to be asked what the consequences of a treaty for the management of the Internet root 
would be and whether such a legally binding convention could prevent misuse of the 
management of core resources. 

Internationalization of the Root Zone File Management? 

When the Working Group on Internet Governance (WGIG) discussed the treaty-question 
there was no consensus among its members. Proponents of a convention argued, that a treaty 
would give the Internet more stability and that all Governments would share the same 
responsibility for its secure functioning. Opponents argued that a treaty system would 
bureaucratize the management of the Internet core resources and could lead to a senseless 
politicization of technical questions with very negative consequences for the functioning and 
the further development of the Internet. The only consensus WGIG could be reached at the 
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end of the day was to agree on three more general principles on which an “oversight system” 
should be based. Paragraph 48 of the WGIG Reports states: 

1. No single Government should have a pre-eminent role in relation to international Internet 
governance. 

2. The organizational form for the governance function will be multilateral, transparent and 
democratic, with the full involvement of Governments, the private sector, civil society and 
international organizations. 

3. The organizational form for the governance function will involve all stakeholders and relevant 
intergovernmental and international organizations within their respective roles.13 

But the agreement on these principles was not followed by a single proposal for a new 
oversight model. Instead the WGIG report put forward four different models for further 
discussion and left it to the diplomats to negotiate the issue further within the WSIS process. 
The four models, offer different levels of governmental involvement in the oversight function. 
This ranges from a “status quo minus” with a reduced governmental involvement to a mixed 
proposal that would strengthen the role of ICANN’s Governmental Advisory Committee 
(GAC) to a “Status quo ++” in form of a new World Internet Corporation for Assigned 
Names and Numbers (WICANN) with a Governmental Internet Council (GIC) as decision 
making body and a Global Internet Forum (GIF) as an advisory body. 

The argument in favour of a further internationalization is, against the background of more 
than three billion Internet users in 2015 more than justified. But it is unclear what 
“internationalization” means in concrete terms if when it comes to a many different functions. 
With regard to the distribution of root servers, internationalization already takes place in the 
form of the Anycast System. Just recently two root servers in India, linked to the K and I-Root 
Server in Stockholm and Amsterdam started their operations. Internationalization with regard 
to the allocation of IP addresses has been further developed by the establishment of two new 
Regional Internet Registries (RIRs) in Africa (AfriNIC) and Latin America/Caribbean region 
(LACNIC) in 2005 and 2002. The DNS with the 243 ccTLDs is already internationalized. The 
open question is what “internationalization” could mean for the oversight function currently 
performed by one Government. 

Theoretically there are three options: Option 1 is that one Government acts on behalf of all 
governments in this function. In this case, the one Government would need a mandate, based 
on a treaty, from the other 190 Governments of the world. Option 2 is that a new 

                                                           
13 Report of the Working Group on Internet Governance (Geneva: United Nations, 2005) 

<http://www.wgig.org/docs/WGIGREPORT.pdf> 
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intergovernmental body composed by 20 to 50 Governments, probably with rotating 
membership, would overtake this function. Also such a construction would need an 
intergovernmental convention. The third option is to cease intergovernmental involvement at 
all in the oversight function and to let the authorization of the publication of the root zone file 
in the hands of the responsible technical institutions, ICANN and IANA. This would be on 
the basis of contractual relationships with the involved parties, mainly the TLD managers and 
the root server operators. 

From the point of view of Internet users, there is no extra value if the present oversight 
function is “internationalized” in a sense that instead of one Government twenty or fifty 
Governments get the authorization function for root zone file changes. On the contrary, such 
a model, while probably closer to the United Nations principle of sovereign equality, could 
have rather negative side effects and has a higher risk to undermine the proper functioning and 
development of the Internet as a whole. 

One look into the debates of the United Nations Security Council or into the complicated 
discussion around the United Nations reform demonstrate that one unwanted result of such an 
internationalization could be the blocking of decisions, which could lead to a slowdown of the 
further innovative development of the Internet with all its political and economic 
consequences. If the introduction of new gTLDs would need the approval by the 190+ 
members of the United Nations, users could probably wait for years until the Governments 
reach a final agreement. If a root zone file change for the TLD of India would need the 
approval by the Government of Pakistan, then the current simple system could become rather 
complex and could provoke unneeded but complicated “Internet wars”. Another risk could be 
that sooner or later a substantial majority of Governments could have the idea, to create an 
artificial scarcity on Internet resources – domain names and IP addresses – with the aim to 
justify global or local domain name taxes or IP address license fees. 

Such a move would lead the global Internet community into a dead end. Moving down this 
road is going in the wrong direction. From a technical point of view there is neither a reason 
nor a need that Governments – both the US Government and also the other Governments of 
the United Nations member states – are involved in the authorization of publication of root 
zone files. The special role of the US Government is the result of a concrete historical 
development. There was no really need in 1991 for the US Government to become involved in 
the way it did. There is no reason for the belief that without US governmental oversight, the 
IANA function would have been executed differently or misused against the interest of a local 
Internet community. 

As described above, the management of root zone files is primarily a technical task. It can be 
done by the relevant technical organizations, like ICANN and IANA. There is no need for any 
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modifications of zone files to be approved by the US Government, in particular if such an 
approval is based only on the check that the agreed procedure has been used for the 
modification, the deletion or the addition of the individual zone file. Such a check, an “audit”, 
could be done by a trusted neutral third party like KPMG on a weekly or monthly basis. The 
system will not collapse if the zone file does not cross the desk of a civil servant in the NTIA. 

On the other hand the complete privatization of the oversight function would be possible only 
if ICANN: 

a) is embedded into a contractual system with all TLD registries and the root server 
operators, 

b) has a functioning internal and external control mechanism 
c) completes its reform which would guarantee that all processes are managed 

democratically, openly, transparently, and in due course, on the basis of agreed 
procedures and 

d) specifies its relationship with the GAC for cases which have a clear public policy 
component. 

A misuse of an oversight function by ICANN and IANA is rather unrealistic if such an 
interactive self-control mechanism, embedded in a system of contractual arrangements and 
internal and external check and balances is in place. Problematic individual cases would be 
handled bilaterally among the involved parties on the basis of the relevant contracts. It makes 
no sense to internationalize individual cases like the .ly case, where one contractor did not fulfill 
its obligation, or the .iq case, where the guidelines laid down in the GAC ccTLD Principles, 
proved the efficiency of redelegation. Furthermore such a full privatization could improve the 
IANA service, in particular for ccTLD managers, by reducing the waiting time for completion 
and confirmation of zone file modifications for name servers. And if a problem would appear 
where a root zone file modification, deletion or addition has a clear global public policy 
component, the established procedures for the interaction among the ICANN Board and the 
GAC are efficient enough to discuss controversies and to find consensus. 

The GAC was active in this field in the past by adopting the GAC ccTLD principles, by 
recommending the reservation of specific country names under .info and in the present .xxx 
case. All Governments can raise all issues in the GAC with regard to the root zone file 
management by IANA and ICANN. 

Probably the internal procedures within the GAC are not developed enough at this stage to 
make sure that serious concerns from individual Governments get the proper treatment. One 
part of such a full privatization of the root zone file management would be also a reform of the 
GAC. According to the GAC Operating Principles, GAC is at the moment an “advisory body” 
with no decision taking capacity. A GAC reform could add, under certain circumstances, legal 
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procedures for decision taking with regard to issues with a public policy component. This 
would include also cases where root zone file management and root server operations play a 
role. But such an “intervention capacity” would be activated only if concrete and clear cases 
come up and would not need a standing oversight for day-to-day operations. 

The further development of the Internet does not need more bureaucracy, it needs more 
efficiency. If the oversight function with regard to root zone file management could be 
demystified and depoliticized, Governments could concentrate much easier on Internet 
governance issues which have a much higher public policy component like cybercrime, spam, 
e-commerce, privacy and freedom of expression in cyberspace. The so-called “top 16 list of 
priority issues” which WGIG has agreed upon should enable Governments to concentrate on 
the substantial political issues when moving forward in the discussion of Internet governance.14 

Is There a Threat of Fragmentation? 

Nevertheless, the existing arrangement of the special role of the US Government continues to 
provoke other governments to take the wrong turn. In September 2005 it is not clear, whether 
the announced termination of the MoU between ICANN and the Department of Commerce 
does include also a handover of the oversight function to ICANN.  

In a statement released on 30 June 200,5 the US Government made clear that at this moment it 
will not consider such a handover: 

The United States Government intends to preserve the security and stability 
of the Internet’s Domain Name and Addressing System (DNS). Given the 
Internet's importance to the world’s economy, it is essential that the 
underlying DNS of the Internet remain stable and secure. As such, the 
United States is committed to taking no action that would have the potential 
to adversely impact the effective and efficient operation of the DNS and 
will therefore maintain its historic role in authorizing changes or 
modifications to the authoritative root zone file.15 

In the same statement, the US Government also recognizes the interests of sovereign 
Governments have with regard to their ccTLDs, strengthens ICANN’s role as the technical 
organization for the management of the Internet core resources and supports a continuation of 
dialogue in existing organizations.  

                                                           
14 See, Report of the Working Group on Internet Governance, 2005. 
15 “US Principles on the Internet’s Domain Name and Addressing System,” US Department of 

Commerce, Washington, June, 30, 2005. 
<http://www.ntia.doc.gov/ntiahome/domainname/USDNSprinciples_06302005.htm> 
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This statement has had different interpretations. Some experts saw this as an announcement 
that the US Government is not ready for change and will continue forever with the execution 
of the oversight function. Others saw in the statement a starting point for a discussion, based 
on the acknowledgement, that the stability and security of the Internet has priority and should 
be the guideline for any further developments of the oversight function.  

The issue is primarily a political one and full of sensible symbolism. But if the present situation 
continues without any prospective for a further development beyond 2006, there is a potential 
for another worst case scenario. Individual Governments or group of Governments, 
unsatisfied with the present situation, could move forward by authorizing the launch of an 
alternative root server system for their country or their language. Alternative root zone files 
could be stored in servers under national control, laws could be passed that registrants have to 
register under the TLDs in the newly created domains in the alternate roots. Such a 
development would make sense in particular for large Internet markets with a language that 
does not use characters based on the ASCII code. China, the Arabic countries, Russia, India, 
Brazil or other countries could follow this way. 

The negative consequences of such fragmentation would be the end of the ubiquity of the 
Internet in which everywhere everybody could communicate every time with everybody. A 
system with diversified roots would not per se block communication among registrants in the 
different roots, but the whole mechanism would work totally different. Under such a system 
users within an alternate root would probably need a special password, which could be 
allocated to individual users via a governmental controlled license system (like governments 
control passports). Such a system would reduce Internet freedoms, choices and options for 
individual Internet users as well as for all kind of business and service providers substantially 
and would make it much easier for restrictive Governments to control the virtual life of their 
citizens. A system of alternate roots also would need a higher level of “coordination”. And 
additionally, there would be a high risk that the same domain names and e-mail addresses exist 
in different roots could create a cosmic confusion with millions of e-mails flying through 
cyberspace with no idea where to go. Such a babylonic confusion is called by some experts the 
“Balkanization of the Internet” which could lead to new kind of “cyber-wars” around the 
globe.  

Against this background, the second proposal of the WGIG makes even more sense. In 
paragraph 40 of its report, it says that: 

the WGIG identified a vacuum within the context of existing structures, 
since there is no global multi-stakeholder forum to address Internet-related 
public policy issues. It came to the conclusion that there would be merit in 
creating such a space for dialogue among all stakeholders. This space could 
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address these issues, as well as emerging issues, that are cross-cutting and 
multidimensional and that either affect more than one institution, are not 
dealt with by any institution or are not addressed in a coordinated manner. 

Conclusion 

To have a space for discussion is particularly important if different constituencies with different 
legal statuses and different political, economic and cultural interests are involved. Neither the 
OECD, which represents only a limited number of Governments, nor ICANN, which 
represents special constituencies involved in the DNS, nor the ITU, which has its 
constituencies primarily in the telecommunications world, are prepared to offer such a broad 
based discussion Forum.  

WGIG has paved the way from an unstructured to a structured dialogue by offering a working 
definition, listing the priority issues with a public policy component and clarifying the role and 
responsibilities of the different stakeholders involved. The next step has to be to formalize 
more precisely the interaction among the different stakeholders and to develop a discussion 
methodology for horizontal issues. Such a Forum, open to everybody, could bring together the 
main players from the existing organizations, conclusions and recommendations. It could both 
create more public awareness and help specific organizations with specific mandates and 
decision making capacity, to understand their responsibility and to encourage them to act if an 
issues calls for action.  

The Forum would be on the top of a multi-layer multiplayer mechanism and it would mainly 
stimulate communication, collaboration and, where needed, coordination. This would not need 
a new bureaucracy. But it would offer a space where parties can express concerns about 
developments and can identify the relevant existing organization, which should be invited to 
take care of the issue.  

Such discussion would also promote confidence in the goodwill, the expertise and the 
capacities of various involved stakeholders. In such an atmosphere it would be much easier to 
develop new mechanisms for the authorization of the publication of root zone files without 
undermining the stability and security of the Internet. 

 


