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Mr. President,

Thank you very much for giving me the opportunity to present the views of the Council of Europe. In my remarks, I want to concentrate on two issues regarding which the Council of Europe can make a substantive contribution to the Working Group on Internet Governance (WGIG), namely Cybercrime and the issue of Human Rights in the Information Society.

One of the panelists said this morning that there was a lack of enforceable rules on issues relating to the Internet and that this was largely due to the non-territorial nature of the Internet. While this is certainly true, I would like to draw attention to one of the few existing legal instruments that could be readily applied globally in the framework of internet governance: The Council of Europe’s Convention on Cybercrime. 

Certainly, a legal instrument on criminal law should only come as a last resort, but it is nonetheless relevant. This Convention, which entered into force on 1 July 2004, has so far been signed by thirty-eight countries and ratified by eight with more ratifications expected in the near future. The Convention is open to ratification by non-Council of Europe member states and has already been signed by Canada, Japan, South Africa and the United States of America. There is no doubt that the fight against Cybercrime requires a global legal framework. This is why we feel that global application of the Cybercrime Convention is desirable and we wish to stress that global application is also possible!

We therefore share the European Union’s position that WGIG should examine the potential of existing instruments for the global governance of the Internet. The Asia-Pacific Economic Co-operation (APEC) and the Organization of American States (OAS) are examples of regional organisations that have called on their members to develop a common approach in their respective regions in line with the principles set out in the Cybercrime Convention. We believe that this should be followed at the earliest opportunity and to the greatest extent possible, by the accession of these and other countries to the Convention.

Last week, on 15-17 September, the Council of Europe held a multi-stakeholder Conference on “The Challenge of Cybercrime” with participants from Europe, the Americas, Africa, Asia and Australia. Discussions at the Conference showed that generally, national legislation and legal systems do not show any major incompatibilities with the provisions of the Convention and that the Convention is unlikely to become outdated any time soon. This is due to the technology neutral nature of its provisions.

At the close of the Conference, we were pleased to learn that leading internet security companies, united in the Cyber Security Industry Alliance, have called for countries to promote and ratify the Cybercrime Convention.

The Cybercrime Convention is to be applied on the basis of and in conformity with the existing national and international instruments and mechanisms on the protection of Human Rights and Privacy. In this regard, I would like to mention a second area in which the Council of Europe wishes to make a contribution to the WGIG and to the Tunis phase of the World Summit on the Information Society.

It seems obvious that Human Rights are affected by the development of the Information Society in general and the increasing use of the Internet in particular. The Council of Europe is currently in the preparatory phase of an intergovernmental and multisectoral activity which is to be launched at the beginning of 2005 and which will look into the interconnection between Human Rights and the Information Society, based on the Geneva Consensus

A likely first outcome will be a statement by the Committee of Ministers on this issue with which it wishes to contribute to the ongoing work of WGIG.

Finally, I want to stress the readiness of the Council of Europe to contribute to WGIG including the organisation of regional consultation processes, particularly on the issues that I have just mentioned. 

Thank you
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